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What is Swish?

* Sweden’s leading mobile real-time payment
system

* Launched in 2012 by a collaboration of major
Swedish banks

* Enables instant account-to-account payments
using a mobile number or QR code

Introduction




One simple experience wherever
you pay

Person-to-Person Person-to-Business (P2B)

Recurring
(“Direct Debit”)

P2pP

Business-to-Person

Self-scanning Payment cards
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Sweden’s strongest brand

— five years in a row

Swish at Swedbank

YouGov best brand rankings 2026
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Top 10 ranked: Sweden

Brand name

Swish
IKEA
Volvo
SVT Play
Wasabrod
ICA
Arla
Systembolaget
Pagen

Kungsdrnen

439

42,7
39,4
37,3
36,2
33,6
32,5
31,7
31,7
30,8

88 % of Swedes would recommend Swish
Source: Novus on behalf of Swish, 2025

The second most trusted digital service
in Sweden — after BankID
Source: Insight Intelligence, 2023
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"To swish” quickly became so common it was added

to the Swedish dictionary in 2015.
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Where it all started




Where it all started

I h e ye a r Wa S INELO N B AT Fyl g SVENYHETER Nyheter @ Lokalt v Sport ¥ SVTPlay Barn
v

START SPORT PLUS UPPTACK NOJE TIPSA KULTUR LEDARE
/ EKONOMI

2021 Julstrul for Swish i 13

timmar

TT-Aftonbladet >

Uppdaterad 2024-12-25 | Publicerad 2024-12-24

* Qutsourced ——
* Media before response

* No clear root-cause

* "Hit-and-miss" remediation
* Rollbacks

Under en intervju med SVT beskriver Elin Ritola, enhetschef fér betalningsanalys pa Riks-
banken, problematiken med de hackerattacker som skett mot Swish, nagot som enligt hen-
ne bankerna bér arbeta for att l6sa. Foto: SVT

Bank-id och Swishs dominans
ifragasatts efter
storningsattacker

Digitala tjanster som Bank-id och Swish har blivit en central del av
vardagen for miljontals svenskar.
Over 180 incidenter har drabbat Swish det senaste aret som paverkat

Det &r problem fér Swish-anvandare att betala. Arkivbild.

Foto: Henrik Montgomery/TT kunders tillgang till tjinsten, enligt en sammanstéllning fran SVT - och
oro viacks over bristen pa alternativ.
Dagen da manga svenskar skickar pengar till nira och kéra har betaltjinsten - Svensk betalningsmarknad behéver steppa upp kring kad
stora tekniska problem. konkurrens, sdger Elin Ritola, enhetschef for betalningsanalys pa

Julstrulet for Swish pagick i 13 timmar. Riksbanken.



Where it all started

Risk Management

2 ESSMEN APLATE —
E‘ RISK MATRIX
< RISK LIST

RISK LIST

Hazard Who is at risk? Severity Likelihood
2 7] -]

RISK REPORT

Risk Impact, Responsibl
-] ‘=

PROBABILITY

1
Very low

Low

5
Very high

~==5 Permanently to happen Medium | Medium
4 Very probably to happen | Medium | Medium | Medium
3 Probably to happen Low Medium | Medium | Medium
2 Unlikely to happen Low Low | Medium | Medium
1 Randomly to happen Low Low Low Medium | Medium
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Where it all started

The Chasm

Who is at risk?

LEA T

Severity

RISK REPORT

Recommended Action

PROBABILITY 2l 2
Very low Low
5 Permanently to happen Medium | Medium
4 Very probably to happen | Medium | Medium | Medium
3 Probably to happen Low Medium | Medium | Medium
2 Unlikely to happen Low Low Medium | Medium
1 Randomly to happen Low Low Low

Medium | Medium

JAEST N B A1 Exl gttt

START  SPORT UPPTACK

Nyheter

NO.

TIPSA KULTUR LEDARE

Julstrul for Swich i 12

SVE NYHETER  Nyheter @ Lokalt ¥ Sport ¥ SVTPlay Bam

timmar

TT-Aftonbladet

Uppdaterad 2024-12-25 | Publicerad 2

Det &r problem fér Swish-anvéndare ai
Foto: Henrik Montgomery/TT

Dagen da manga svenskar ski
stora tekniska problem.

Julstrulet for Swish pagick i 1

/ EKONOMI

Under en intervju med SVT beskriver Elin Ritola, enhetschef for betalningsanalys pa Riks-
banken, problematiken med de hackerattacker som skett mot Swish, nagot som enligt hen-
ne bankerna bor arbeta for att |6sa. Foto: SVT

Bank-id och Swishs dominans
ifragasatts efter
storningsattacker

UPPDATERAD 26 MAJ 2025 PUBLICERAD 25 MAJ 2025

Digitala tjanster som Bank-id och Swish har blivit en central del av
vardagen for miljontals svenskar.

Over 180 incidenter har drabbat Swish det senaste aret som paverkat
kunders tillgang till tjansten, enligt en sammanstéllning fran SVT - och
oro vicks dver bristen pa alternativ.

— Svensk betalningsmarknad behdver steppa upp kring 6kad
konkurrens, sager Elin Ritola, enhetschef for betalningsanalys pa
Riksbanken.
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Where it all started

The Op

erational Landscape

lllustration 2: Single Instructing Party Settlement Model

the Single Instructing Party settlement model.

Both the Originating Participant and the Beneficiary Participant uses
the same Instructing Party and the Instructing Party is defined to use

iy Single L
<> I.I.I.I. Instructing e
———
Originator Originating
Participant

Beneficiary Beneficiary

Participant

(1) The Instructing Party of the Originating
Participant a sends an instant payment
transaction to RIX-INST.

(4) RIX-INST sends a confirmation of
the settlement to the Instructing
Party of the Originating Participant
and the Beneficiary Participant-

*stolen with pride from RIX-INST Instructions:

(2) RIX-INST validates the instant
payment and (3) settles the
transaction

Source: The Eurosystem and the Riksbank

https://www.riksbank.se/globalassets/media/rix/rix-inst-rtgs/engelska/rix-inst-instructions.pdf
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Where it all started

The year was
2021

* Qutsourced

* Media before response

* No clear root-cause

* "Hit-and-miss" remediation
* Rollbacks

Broken Logistics!

Where are the problems?
What information is needed?

Who can fix it?



Laying the foundation
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Laying the foundation

Establishing Principles

GitOps — Our opinionated approach on how to manage the system

Site Reliability Engineering — Our view on operations management and risk appetite

* Continuous Integration and Shift-Left — Our view on how to achieve early feedback loops

* Vendor Agnosticity and Cloud - Our approach on where to build dependence and where
not to

* Cognitive Load and Platform Consolidation — Our view on how to reason about tools to use
* Treat Services like Cattle and not Pets — Our view on how to handle our infrastructure
* Four Key Metrics — Our way of measuring ourselves

) swish’



Laying the foundation

* SLSA for everyone

- Our view of software supply chain security and
compliance

* Design for Auditability

- Build for Transparency — Our view on how to
make compliance built in and not bolt-on

15
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Laying the foundation

Product

Development

Capacity Planning

Testing + Release procedures

Postmortem / Root Cause Analysis

Incident Response

Monitoring

®
* Adapted from https://sre.google/sre-book/table-of-contents/ ;) SW'Sh



Building for chaos




18

Rolling out Observability

[ ] End_to_end Tracing t conversions per flow

* Payment Conversion

Sat7 12:00 Feb8 12:00 Mon 9 Wed 11

P2P/C2B Conversion% [ ECOM Conversion % [l MCOM Conversion %

- Immediate feedback on
incidents and releases

incident_response.md

System Runbook: Incident Response

ble of Contents

« System Runbook: Incident Response
Table of Contents

Purpose

> Observe

o Orient and Decide
Act
= Participant Incident
= Notes
= Provider Incident
= Notes
= Escalation
= Emergency release and rollback
Other
= Automatic circuit breaker
= Break-glass key usage
= Scheduled service window with circuit breaker
o References
« Appendices
o Appendix A: Operational Incident Severity Levels

Purpose ¢

This runbook provides the organization-wide process for incident response. It explains where to gather observations, how to orient and decide using the OODA loop, and which
actions/runbooks to execute. It serves as the central system runbook for incidents and links to reusable action runbooks.




Building for Chaos

Start building Runbooks

-  When SHTF large word
documents will not save you

- The above sets the mandate -
runbooks is what you do

- Runbooks according to OODA:
- Observe
- Orient
- Decide
- Act

Incident Response Overview

OBSERVE: Detect & Gather Information

Real-time metrics on system health, error
rates, and performance.

Dashboards
s (Production Overview)

(@ Monitors

Automated alerts for threshold
breaches, anomalies, and uptime

:3 05 Slack Channels

#alerts-prod (Automated Notifications)

(Incident C

checks. and team collaboration.

Centralized communication for critical alerts

OBSERVE
ORIENT & DECIDE: Analyze & Determine Action
y |OCEDURE
LIKELY
SYMPTOM ‘ CAUSE ‘ ACTION
a
CLEEY | 0 puricpan | Paricbent | Q) indiiauer
@B  impacted ncident logs, support ticket.
ylog/Prometheus
: . m)
(< X5) Multiple Provider Check provider
pa ment : status page,
e‘ flozvs failing Incident contact vgndor.
Publish
Cybersecurity : Isolate affected
threat 3“3" @ systems, notify
A detected unbooi Security Team.
hannel
o tions (#alerts-teco)
ACT: Execute & Resolve & personal Data | DataBreach | [=X protocol, notify
=@ Breach Runbook | =X, Legal/
8 ‘)) X Compliance. hannel
J ‘ °  Deployment | o ore Initiate rollback tions (#alerts-prod)
lo issue / Error Rel J ’y < Procedure,
Implement Communicate Document Y spikes after £16356 analyze
Fix/Workaround Status Incident 2 release Rollback deployment logs. .
(Stakeholders)  (Post-Mortem) rticipants
- = -
."‘" Slack Down — ﬁ Use Teams
LR
—

ITO ions & Incident

| Corporate Confi
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Building for Chaos

Automating Incident Management

* Automatic alerting

e On-call rotations /Tg\
e Automatic incident notifications ot St
anagement ca
* Apps and Statuspage

%@Aleﬂc:@, Gretswish— E e

Alerts On-Call /

Updates the Apps

e Automatic calling
e Calls banks

Publish External
Incidents

~~

-
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Building for Chaos

Structured Follow-Up

Datadog Incidents
* Slack Integration

Postmortems

Weekly Production Meetings

IR-332: Platform incident 401 unau

COMPLETED v = @ SEV-3 (Moderate) ~

B Add Video Call

Overview

Customer impact start Fe

Platforn

Customer impact end
Platform incident

STABLE 10

@ No pages sent

¢ Latest Notifications

Incident #332: Platform incident 401
unauthorized requests towards Statuspage

o 33 Incident-on-call-assigment

Operational

% Update Statuspage

Monitor

rized requests towards Statuspage API

=] Generate Postmortem

Incident Commander

#% Simon Lindroos

Responders

Postmortem IR-335: Broken participant integration for fetching reports 1h  Past 1 Hour

Add Variable | @

Postmortem IR-335: Broken partl

Postmortem IR-335: Broken participant integration for fetching reports

Andreas Olausson

Overview

R-335 Commande! Andreas Olausson @ sev4 | COMPLETED
Broken participant Integration for fetching transaction monitoring reports

Feb 5, 2026, 3:03 pm - Feb 5, 2026, 3:03 pm b 5, 2026, 11:00 am - Feb 5, 2026, 1:50 pm

You can generate a postmortem with these fields pre-filled, along with incident metadata and timeline.

What Happened?

Summary

Participants were unable to fetch transaction monitoring reports containing transactions with the model
phonenumber_abuse_1_v1 due to the field associationId being empty string when we expected null value.

This error was identified and hotfixed. One participant is continuously fetching the report every hour, which made it clear that
the hotfix worked as expected.

B Share &
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Where are we Now?
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The next step

From Uncertainty to Operational Maturity

Limited Visibility Ecosystem

Leadership

Reactive
monitoring and

Automation &
Control

Mature enough to

Structured
Monitoring

unclear coverage share and educate

Automated

externally

Clear ownership communication

and improved and transparency

observability

{ ) swish’



The next step

Expanding Observability
Across the Ecosystem

*  Moving beyond internal system visibility
* Exploring how to share operational insights with participants
* Enabling participants to understand their own operational health

* Increasing transparency around how incidents impact the broader
ecosystem

* Strengthening collective resilience through shared situational awareness
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Laying the foundation

We are Proud of what we do
and we build Culture around it

* Stickers for everyone

- Our way of showing our “battle scars”

* That goes for compliance battles too




9 March 2026 | Netnod Meeting

Thanks for listening!

Jonas Cronholm Lundin

jonas.cronholm-lundin@getswish.se
Head of Platform

v ) swish’
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Questions?




