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What we do at Sectra

Secure 
Communications

Imaging IT 
Solutions



Communication systems 
for National Security

High assurance up to 
NATO/EU SECRET

Supporting society’s critical functions 
This is what we do

Mobile solutions for Civil 
Authorities and Enterprises

Secure remote information access for 
users handling sensitive information

Security solutions for 
Critical Infrastructure

Operational continuity 
for IT/OT



Go to PictureLibrary to insert a full page image   Go to PictureLibrary to insert a full page image   

Sectra 
MDR



Intro to 
Operational Technology 
(OT systems)



Purdue model 
Hierarchical visualization
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Detection and Response 
challenges in OT

» Monitoring and the technical platform 
used should be tailored for OT 
environments
» Low risk of performance issues, 
» Careful or no usage of automatic 

response – availability prioritized,
» Acceptable by third party vendors

» Physical processes are involved – 
incident response must be careful
» Response actions can have expensive or 

dangerous effects – Safety prioritized
» This differs from IT – where isolation or 

account lockouts usually is done fast



The coordinated attacks 
on the electric system in 
Poland, Dec 29, 2025



https://cert.pl/uploads/docs/CERT_Polska_
Energy_Sector_Incident_Report_2025.pdf



Poland Energy systems 
attack

» Several coordinated attacks
» >30 wind and solar farms

» Destructive techniques against 
equipment in substations controlling 
the renewable energy farms

» A large combined heat and power 
plant
» IT network infiltrated with information 

theft and attempt to use wiper 
malware

» A manufacturing sector company
» PowerShell-based wiper



Renewable energy farms, grid connection point (GCP) substations
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» Several reasons for success 

» Edge firewalls
» VPN exposed to internet and 

required no MFA
» Likely vulnerable 
» Weak credentials

Renewable energy farms, grid connection point (GCP) substations

internet

VPN



» Several reasons for success 

» Inside stations

» Access to computers, software 
and devices through default 
credentials, then
» Upload of corrupt firmware to RTU:s
» Deleted system files on RTU:s
» Disabled IED:s (Intelligent Electronic Devices)

» Factory-reset serial servers
» Wipers on Windows HMI hosts

Renewable energy farms, grid connection point (GCP) substations

internet

VPN



Key takeaways and how 
to detect future attacks



» An extreme example
» But this is what many OT attacks currently look 

like

» OT assets should not be accessible from 
the internet
» Even though there was segmentation, attackers 

got access directly to all the network segments

» Default credentials must be changed and 
stored securely
» Very common, credentials can often be found 

unsecured in logs and command history

» MFA for VPN or non-VPN-based remote 
access solutions

Recommendations to mitigate similar attacks

https://communications.sectra.com/resources/identifying-and-mitigating-interne
t-exposed-systems/



» Not all steps could be explained due to 
missing logs

» Detection Engineering
» Making sure we get visibility and detection 

capability

» Identify relevant logs to collect in 
advance
» Export to a centralized storage

» Collect several examples of attacks 
towards systems like yours
» Use this to know the most likely attack 

techniques for prioritization 

How detection engineering helps



Summarize relevant attack scenarios with MITRE ATT&CK



» We can identify which logs are most 
important to collect right now
» Also make sure to have detection methods 

doing something useful with them! 

» Continuous work with improving security 
makes it harder for attackers
» They need to try and succeed with more attack 

techniques to reach their goals
» We get more opportunities to discover them in 

time

Continuous security work is important



» OT systems can be thought of as several 
layers 
» From IT enterprise systems at the top, to industrial 

controllers steering physical processes at the 
lowest level

» The Poland Energy Systems attack 
» Where advanced attackers took advantage of 

critical infrastructure with lower security measures

» We can get very far with “basic” security 
recommendations
» Make sure to understand what your network look 

like,
» And look at different attack scenarios to help 

prioritize how to protect your systems!

Summary 
Defending Critical Infrastructure from Cyber Attacks




