
WHEN THE HACKERS ARE INSIDE

THE BUILDING

RUNNING A NETWORK FOR, AND

LEARNING THE LESSONS FROM,

PENETRATION TESTERS



WHAT IS PENETRATION TESTING?



We all have a target on our

back.

Some organisation's target is larger than

others.



YOUR THREAT MODEL IS NOT MY

THREAT MODEL



IT WAS A CAREFULLY CALCULATED RISK.

Sometimes we aren't very good at maths



EVEN INDIVIDUALS BENEFIT FROM

THREAT MODELLING

"Threat Modeling Your Personal Digital Footprint" - Daniëlle Wagemakers - WICCON '23 -

https://youtu.be/Wqkxsj9KFp



DETECTING MALWARE, WHEN

YOU HAVE INTENTIONAL

MALWARE IS HARD...



You have to consider every layer of

the Network.

Credit: "Gvseostud" via wikipedia CC-BY-SA



Most of your biggest problems are in layer 8

Who scanned the QR code?



THE EASIEST WAY TO GET ACCESS

TO A SYSTEM, IS TO ASK.

Credit: XKCD





A €200 lock, defeated by a €0.50

piece of plastic



DO YOU KNOW WHAT YOU HAVE INSTALLED, AND

WHERE?



ASSUME IT'S A QUESTION OF

WHEN, NOT IF.

Plan accordingly



"Hard not to be paranoid when you remember all the

times your paranoia was justified."

- Murderbot Diaries #4.5 - Martha Wells



ANY QUESTIONS?


