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Akira Ransomware





ÁTruesec CSIRT has investigated >10 cases in the past 
12 months

ÁAbout 350 Victims published on leaksite

ÁAffiliates and/or Akira using the RaaS

ÁThe Akira service has ties to Conti, which had ties to 
Russia.

Akira
Ransomware - as - a - Service





Initial Access

Cisco VPN



Á~8 different compromised accounts

ÁUnique Usernames & Passwords

ÁNo signs of Brute - force attacks

ÁNothing on for sale on darknet 
marketplaces



How did they obtain the VPN 
credentials?







ÁNo known public exploit to CVE - 2020 - 2359
ÁMemory dump analysis
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https://www.truesec.com/hub/blog/akira-ransomware-and-exploitation-of-cisco-anyconnect-vulnerability-cve-2020-3259
https://www.truesec.com/hub/blog/akira-ransomware-and-exploitation-of-cisco-anyconnect-vulnerability-cve-2020-3259
https://www.truesec.com/hub/blog/akira-ransomware-and-exploitation-of-cisco-anyconnect-vulnerability-cve-2020-3259


Network Enumeration



Lateral Movement

RDP
PowerShell



Persistence

AnyDesk



Privilege Escalation
Often not needed!

Other times very easy

AD Tiering is important



Data Exfiltration
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This IP is from 8base ransomware, not associated with Akira. 


