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The nature of DDoS landscape changed dramatically over last
20605b3 .

Majority DDoS is crafted or spoofed using amplification/reflection R

‘Easy’ to mitigate based on pattern match or protocol challenges Outbreak of geopolitical attacks

Today:
- Botnets generate most complex attacks and most DDoS volume

Botnet percentage

Top Botnet device types: webcams, DVRs, routers, NAS, business 10T,...

2021Q2 2021Q3 2021Q4 2022Q1 2022Q2 2022Q3 2022Q4 2023Q1 2023 Q2 2023 Q3

Catalysts: Exponential growth in IOT devices, often running old SW Daily average price for launching DDoS
stacks

o Growth in CVE’s

o Booter services: DD0oS-SaaS dramatic drop in DDoS black market
prices

Trends:

Roll-out of symmetric GE/10GE access will make things
worse...

- Alincreases attack variability & realistic HTTPS/DNS/QUIC

reGYEF e

Use of residential Proxv to mask sources

2



TOday,S DDoS & Johnie &
@Johnie
2020s

WTF! Why is my LG Washing Machine using 3.6GB of data/day?

. Broadband Subscnbers love IOT Used Percentage Period Traffic Daily Traffic e 7
devices and (multi-)gigabit FTTH e e e
uplinks...

. ... and so do botnet DDoS
operators.

0 Bytes
,LQ\’\ 2\“ Q’Z“ 23‘(\ of AN 20 a2 AN g g 1N g N 4ON 4AT 421 43N AN 45N 46T 4T 43T 40

Client Name: LG_Smart_Laundry2_open

App Name Upload Download

SSL/TLS 3.57 GB 95.75 MB
General 84.00 Bytes 2.81 KB

4:07 AM - Jan 9, 2024 - 17.5M Views

3 © 2024 Nokia



TO d ay’S D DOS =eogish . [/ PALADIN
2023+ |

PALADIN VPN
The only 100% FREE, 100% fast & 100%
unlimited VPN in the world!

- People also like free VPNs

Simply allow PaladinVPN to use your internet connection. Allowing us access to your internet
connections pays for your Free Premium VPN subscription

'
- Which often provide backdoor

access to subscriber devices as
proxy with a “clean” IP reputation

DcloudRouter 1.0 Official Website: CloudRouter.io IR
Username. dodo Local Proxy:  102.168.187.253:10478 ClonTop
Remainins g: 4741 proxies Current Proxy:  108.167.(HI (US OH Circleville)

App Path:  ci\program files\google\chrome!\application\chrome. exe @ Connections: 0 Wookess |

- Initially used for spam, credit card A e ]

Country V| state: [al city: [all

End IP: [0.0.0.0 ZIP: Al
H H Fing Country | State 21
raud, credential stuffin EoE
y 3 1 us caA 50503
18 us wa 98056
38 us Mo 63074
H H 134 us VA 22011
- E us L 32052
a7 us PA 19605
] J 18 us WA 98144
a2 us GA 30075
s1 us Ny 10013
= 36 us I Frankfort 60423
more recen (o) 2B L =E
L 7 us ca Woodland Hills 91367
52 us Ks Emporia 65801
36 us Mo Carl Junction 64834
34 us L Rockford 61101
35 us Mo Blue Springs 64014
35 us 1 Morton Grove 60053
E us N Newark 07106
s us Az Phosnix 85013
37 us Ny Manhasset 11030 Optimum Online
39 us G Savannah 31401 Comcast Cable

Source: https://spur.us/cloudrouter-911-proxy-resurrected/
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How do most out-of-band
DDoS solutions
detect DDoS attacks?

NO<IA



Steps usually required to configure DDoS detection

Misuse Type | Trigger Rate | High Severity R-

chargen Amplification (bps) | 250 Mbps/
Mbps

chargen Amplification (pps) | 25 Kpps | 50 K.

CLDAP Amplification (bps) | 250 Mbps | 500
Mbps

CLDAP Amplification (pps) | 25 Kpps | 50 Kpps
DNS | 10 Kpps | 30 Kpps

DNS Amplification (bps) | 250 Mbps | 500 Mbps
DNS Amplification (pps) | 25 Kpps | 50 Kpps
ICMP | 5 Kpps | 10 Kpps

IP Fragment | 25 Kpps | 50 Kpps

IP Private | 5 Kpps | 10 Kpps

IPy4 Protocol 0 | 5 Kpps | 10 Kpps

L2TP (bps) | 25 Mbps | 50 Mbps

L2TP (pps) | 25 Kpps | 50 Kpps

6  ©2024 Nokia |

mDNS (bps) | 25 Mbps | 50 Mbps
NS (pps) | 25 Kpps | 50 Kpps
~hed Amplification (bps) | 25

mplification (p

MS ops | 500
Mbps
MS SQL K .25 Kpps | 50
Kpps
NetBIO! ns
Ne* .

« (bps) | - DS

ation (pps) | 25 K,
vs) | 25 Mbps | 50 Mbps
.1 (pps) | 25 Kpps | 50 Kpps

hind (bps) | 25 Mbps | 50 Mbps

<bind (pps) | 25 Kpps | 50 Kpps
SNMP Amplification (bps) | 25 Mbps | 50 Mbps
SNMP Amplification (pps) | 25 Kpps | 50 Kpps
SSDP Amplification (bps) | 250 Mbps | 500 Mbps
SSDP Amplification (pps) | 25 Kpps | 50 Kpps
TCP null | 1.5 Kpps | 20 Kpps
TCP RST | 1.5 Kpps | 20 Kpps
TCP SYN | 1.5 Kpps | 20 Kpps

TCP SYN/ACK Amplification (bps) | 125 Mbps |
150 Mbps

TCP SYN/ACK Amplification (pps) | 125 Kpps |
150 Kpps

UDP | 30 Kpps | 400 Kpps

NO<IA



Protecting against
amplification attacks
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®06 [ > Crawler-297x73

support@crawler-66: $ dlg my msa gov @

<<> DiG 9.18.18-0uk

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46626

flags: gr rd ra; QUERY: 1, ANSWER: 39, AUTHORITY: 6, ADDITIONAL: ©

QUESTION SECTION:
;nasa.gav.

ANSWER SECTION:
.gov. AAAA 8 2 660 20240622172627 20240523165328 25815 nasa.gov. 0gSUIRcrM+61Ip+xs|+FKCLPZKiWPSnynbseUbsay32q8hFkefyzA7Ds S0K1ShLb1/4NF fVNSBUTHADTA/1 JTQIbYV BpFKPN3UX2qKUGLA]g2VFQteUoFBt rPp+WujaEal67]ypCORNCdQbt+ LNs=
a9-64.akam.net.
al-32.akam.net.
2l2-64.akam.net.
a5-66.akam.net.
NS 8 2 600 26246609212303 20249519205332 47689 nasa.gov. FgPS1Z7VyPT4Vj/31HW3DffT1GnfHPDkonB/egsx/r PIMQ 093mJBP; IC2+Di pEdcscAVVZIVNIMSROLSEKOFqu2bEf cEE1gg6/AWMDFtLK/RdNdg1VQRibKmlghohi6j9nbdJoAPhnWNMELpvx F+A=
5 N DNSKEY 257 3 8 AWEAACPGLZYEG: rkIXQ 141671 90T6AGCXHVQ] yL1ZW7S5hB8AW0Z5C pY-+ak4F3119q DrodG7R -4pqUSIVTOTSMBAY rZSpT+13gyXckBI1hEo+22r0 TgfRNDWOWPRALB1Gy197C/ r3+1eC5YFd31BTIGBINGAL rOwpd//MdS4p OW/DUSaduRej f
y3HVx91+NTMb4¢-rpCmaY0kIJFMLPbZlW9 lhg‘WdLdeCN\ZYAOSYﬂ'E/eM(IeUMﬂWNKer ZBkSiKkP/YleR 78lcladiwue=
DNSKEY 256 3 8 AWEAAZ77+2WX/@ZXGTRIZCFvdy BM1kMcKn ZRmOf4YbZBy2Ki rfNqmiVmt+pubTeMxdv/jZ82ZW7st FnCYHY33ZIP8A bcGbIYIWETusAXJUMMNWNGh1EZT13Cn8GW/uPMVYtFVQLGtVGS34EOFZ cIvUUXIh
21559 IN DNSKEY 256 3 8 AwEAAcccYSqeoQceIIEUuDifilYuGauliQfFp6mPhnPLZxkjoDOCIIX e33eKpDnkXWdmé+LvSfnFyt1EXiOBwcdRThPgRLMggbez6XndpTxSGgl H/JGaHVprUpXAANltOWFmRf1W1!ﬁc15x632chO’EeU97070rs‘4 Snz6UpfN
21569 1IN RRSIG  DNSKEY 8 2 1296000 20240615012316 20240516002317 25815 nasa.gov. VWNSDh6Wv/4JUUrTkzfzrYINGrowiFXoF12ufMQ4K1G6sjQfNS1lpYff XFMLBbKArY: Y7u8FrCh952y 7itiJov8F7alNd/8Bf5cRQI+YHOg+P4zdj42YMIGZnMys2GyofPhtdEn eig=
21569 1IN RRSIG  DNSKEY 8 2 1296008 20240615012316 20240516002317 44585 nasa.gov. aPAQZIVIfmZUSY2GEZifly35VgDAd1SAGAGR]Th7aHxf4oh2K5x16a/E lYmanckaIEJthéuleBMUuKLakSﬂF‘WSMthtUFGZMZ PaYCThTK28U+zFRF72elugGI8syKttWRYTnkdLQiVbSTtd4c3GBNASGF vYYnDoZ5e0adP
WFBZGHRMHI\GBW@\QDWWXQ/WMLDQ QyPgT+CYqq5PW/GapwBnb/ Pg0B518b82B4yZEHKoWMi6030/dSuHypNe MilIhxgKxyxN2DZ2GXsaTd21hF+g@2bduHQ4MOtaglQYi9eXshzww74c j6liwd=
.gov, A 192.0.66.108
RRSIG A 8 2 600 20240612180530 20240513173219 47089 nasa.gov. fYpSHPpURTBACL Y6/1tpQDmwi /6HhWj YcbxdM/ol gliETnrX+HQnqK10UBODUCLLLNB j j 'jSAUXUZ21 cpFHBAktKFgHS+1TKIWy2vg6t2eukXCkar Hxg=
""1HqDXPHAt810t02qy6FB+13+Z12XScqcPx1E/ faXjZL SOFRbVhHCUCHQE2bWa 2t 2TWKPchj jma3Pq114FULFw='
"webexdomainverification. 1YPST=f98a61lea-b92e-41f2-87aa-5651b2af43b8"
"docusign=4625560e-93c9-4920-bb13-849c6fc35d58"
"apple-domain-verification=qw51K0kGzRHLbNIS"
"'mj8729pr7k44dx62wwtx5745xr5njzkn" .
"n39n7frbwnkhcmky2nps779y4ttn6lwl" @ ‘){ ‘C q & G 1 [E]
"pvvBmevb6qrmqvgifalhmregd2” = ;
“amazonses : PVUL7T41L087x; r+2nfgxTulli75NeT9HzY3xYvE2K(l

"atlassian-domain-verification=0NzRM7GOGIAL /LIPS C7 P T T
"MS=ms93625004" 3 Time Source Destination Protocol | Length | Info

“uechcfoubh169akghg2214p54n" 1 0.000000 192.168.1.203 . DNS 79 Standard query @x14da ANY nasa.gov OPT

“nmh1f9tgxhmfmj kshg7qh595drdfgnfl" 2 197399 IPv4 1490 Fragmented IP protocol (proto: ID=3389) [Reassembled in #4]
"HR1HXyxBjXo+9pIaJWFVBPOLVfeI2biAj3VTlwoaTFppO5D5/q6A 3 0.197420 IPv4 1490 Fragmented IP protocol (proto:

“goagle-site-veri fication=BUxd@xTIYAZj GahBukDpNms-yOA| S G e
"google-site-verification=ZKpcXLqaBX3jND8Fybkvr3Maalp

--2:;33?.i@?%ﬁégﬁéﬁﬁgiﬁgﬂi@ﬁ%ﬁ/ Frame 4: 932 bytes on wire (7456 bits), 932 bytes captured (7456 bits) on interface en8, id @ (inbound)

"y=spfl include:_spf-4a.nasa.gov include:_spf-4b.nasa Ethernet II, Src: da:b3:70:48:40:65 (da:b3 48:40:65), Dst: CalDigit_37:59:9f (64:4b:f0:37:59:9f) butlook.com -all"
P R T  REYETCE b . Internet Protocol Version 4, src: [N48. : 192.168.1.203 =
0 nasa-gov.mail.protectiaon.outlook.com. User Datagram Protoco - p PR
Domain Name Systel
Transaction ID:

o3 2 s seveaincica aiesmesscs el ro. UMV UDP — no check on spoofed sources (no

2a04:Ta87:Tffd: :c000:426¢ Questions: 1
al4-67.akam.net. Answer RRs: 39
Authority RRs: handshake)

Additional RRs:
29-64.akam.net. Queries
al-32.akam.net.

e T Amplification factor ~59x in this example (3,870-byte

a8-66.akam.net. Authoritative n

s Rt response vs. 65-byte query at IP layer)

TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
RRSIG
MX
RRSIG
SO0A

Ouery tlme 227 msec
.48.252#53( .48.252) (TCP)
H'IBI NedMayZQOSGZZOUTCZOM

.Y MSG SIZE rovd: 3862 Response is fragmented as it exceeds path MTU




Fast protection against amplification attacks
Why amplification?

- While relatively basic, DNS amplification is still a
very popular attack vector

- In short-lived attacks (e.g., gaming) as more than
enough to congest a residential connection

- As complement in more complex attacks (to fill
pipes while other vectors can target in-line
appliances or application servers)

- (and unlike more esoteric UDP services like TFTP
or QOTD, DNS is still somewhat useful for most
subscribers)

9 © 2024 Nokia I\O < I A



dns_port_combo detection rule

- Secure Genome rules are expressed
with the Deepfield Model Language.

- Some of the traffic from this attack

matches: (df['protocol'] == 17) &
- Protocol UDP, and
- Source port 53, and (df['port.src'].isin([53])) &
- Destination ports 22 or 23 or 53 or...
- Straightforward as only operates on (df['port.dst'].isin([22,23,53

5-tuple metadata ,80,110,161,427,443]))

10 © 2024 Nokia




dns_amplifier_ fragment detection rule

- Slightly more complex as this relies on
Genome context for the source IPs (df['protocol'] == 17) &

- Some of the traffic from this attack .
matches: (df['port.src'].isin([0])) &

- Protocol UDP, and

- Source port 0, and (df[ genome.sxc ] . :I.Sln(l:

1)) &

- Source IP is known as a DNS amplifier

- Source IP is not part of major public DNS
resolvers, DNS root servers, main DNS
gTLD/ccTLD servers, and major authoritative
nameservers

(~df['genome.src'].isin([

- Additional criteria with source cardinality
(per /24 destination)

11 ©2024 Nokia |




Deepfield Secure Genome
Al powered “DDoS threat map” of the Internet

Internet-wide security context & e & g
Crawling over 5 billion IPv4+IPv6 addresses scanned and categorizing = 8 S & g )
Ports, UDP-based reflectors, applications, device type, CVEs, etc. B 8
DDoS samples — from GDTA customers and honeypots
Open and commercial data feeds g
s A &
Up-to-date visibility into: B B

DDoS vectors and details
Botnets and residential proxies
Known/open reflectors

Booter & spoofed fingerprints

. . (in-cloud)
loT device details Deepfield (on-prem)

. . Secure Genome® Deepfield Defender
Device software versions and CVEs

5 [—— -EYHe
Security context

A A
1 1
1Crawling 1

DDoS Detection Engine 150005 arpis
DDoS Mitigation Compiler Engine K "

Supervised learning + model training for Defender




Fast protection against amplification attacks
Amplification 101

Summary History JSON
P 252 =
0s - ~ dig nasa.gov (@ .48.252

Third Party API
Static

Routeviews I +5.0/21 AS7552

viettel.com.vn
13 ©2024 Nokia | I\O( IA




Why Genome awareness
Reflector/amplifier awareness

2+

m SNMP sysDescr:Ruckus Wireless Inc (C) 2006 sysName:RuckusAP

Last 2024-05-28 14:15

Summary History JSON

P -226.6 = --226-006AresAspectrumAcom)

o0 e
- [ INeMOR) @ EF S
Tag ddosamp ddosbot dropbear_cve w residential.charter.com ruckuswireless ~ i ﬁ m [8 { e
(W] frame.number <= 2
No. Time Source De: ation Protocol ' Length | Info
1 0.000000 192.168.1.203 [Jlj-226.6  swe 82 getBulkRequegf
T 2 0.139483 [ 226.6 68.1.203  SNMP 346 get-respons

> Frame 2: 346 bytes on wire (2768
Ethernet II, Src: da:b3:70:48:40
Internet Protocol Version 4, Src
User Datagram Protocol, Src Port: 161, Dst Port: 55954
Simple Network Management Protocol

version: v2c (1)
community: public
Third Party API - data: get-response (2)
get-response
request-id: 1156333603
error-status: noError ()
error-index: @
variable-bindings: 12
+3.6.1.

0os =

Static - “"Ruckus Wireless Inc (C) 2006 "

..... IRy pelrn 0+3.6.1.4.1.25053.3.1.4.71)

[
]
]

1
2
3.0: 1786185068
.4.0: "https://support. ruckuswireless.com/contact_us"
+5.8: "RuckusAP"
6.
8.
9
a

3
3,
3.6.1.
1.3,
1.3
3
3

2
6.1.2
6.1.2
6.1.2
6.1.2.

.3.6.1.2
. 1.3.6.1.2
Routeviews I 2s017 AS20115 L3BP LS00 13,616,531 (150.3.6.1.6.3.1)
1.3.6.1.2.1. 1 6.1.6. 16.2.2.1 ({sp A 1. £ 2182 2.9}
© 7 Frame (frame), 346 bytes Packets: 111 - Displayed: 2 (1.8%) Profile: Default

14 © 2024 Nokia RO < I A
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Protecting against
Botnet-based attacks
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Attack Profile
Botnet TCP

4K sources

- 117 Gbps / 16Mpps in
original attack
- Attack vectors:
- Botnet TCP
- Randomized source ports
- Large packet length

Topologically-close bots

16 © 2024 Nokia

21:43:45 21:44:10 21:44:35 21:45:00 21:45:25 21:45:50

©® botnet @ synflood © spoofed
Percentage

Top IP Protocols (DDoS)

Percentage

50
Percentage

Percentage

A

RPNV DD PG

21

tepflood

46:15 21:46:40 21:47:05 21:47:30 21:47:55 21:48:20 21:48:45

tepreflection tepackflood udpflood

TCP Flags (DDoS)

40 50 60
Percentage TCP

Destination Ports (DDoS)

50 60
Percentage

5 a IR I
A Ay A A A A A




Attack Profile #4
Botnet TCP random

- Mix of webcams/DVRs,

routers (TP-Link,
Intelbras, ZTE, etc.

17 © 2024 Nokia

Genome

(... I

3 0 E5E EEE e
anstsecmiants () ] wioomins @

toment unkoown.web 11 5808000 1452

wnknown fitps  unknown web = 5808000 1452

mivetcombr @ 5808000 1452

B2 ooy = 5808000 1452

N — e I 5808000 1452

[ soosvor | hicision [RRSCRPSIEEY 5808000 1452
S, -
e -

3 -



Example botnet info in Deepfield Secure Genome
Active DDoS botnet IP’s over last days

Botnet Report Thousands of compromised DVR / E— @

Cameras Hybrid\VideoRecorder

(Model) 4ch IRV-AT6004N

8ch IRV-AT6008N
IRV-AT6000N Serfes 3z
Show! v |entries Search:‘ m

+ TVIA 4K, AHD ik SMP. CVIBA 2MP RU CVBS S5

Summary ISP Country Device P JSON

P Genome ASN Count < Ry bI=IHAS R
LS nnm VGA/ HDMI /(VBS SPOT D3Rk
L4 . H . 600
3 A s 1260 SUARIRAGRET §E7ARORBIRBLIESRTS0
56.169 ddosbat AS4 38 : RATGONT L, AT ble ET4RUODEIRARS. B OTB
- BR/BE: SR/ ANV MR/ WEHSDSBE

* Nlarm A% @ IRVATGDNNl“ AT6008N 8
ddosbot B 2, ¢ RS 1608, 30 e,
1784 [ cicsor | wetcam | = AS4 36 . . DDNS (PowerDDNS) #375. NTP 3475,
EURED, WRINH Eporinpor, WHESCRAI—— 15, Push 850, UTCH

86,248 e (2D As4 3 S
xr‘v\\wxwknzi&m‘w/iw)m‘amiwnaxwiawi e e m s =
Web Service
Web Service, .
8.149 [ ban = AS4 4 = WEDY TREL2 T BB, Web 7559 (e lorer 11 ML) 1 2T, RVATROON /)~
B 8’! gﬁﬂ@ﬂﬂ !m 7, E:ngzﬂ‘lz STLAA. BANY 7 PCRE/ILPC, BHORL g
2 kI~ DREREOS 7
. g : 550 ) #io s
39.224 [ caospor | webcam | As4 34 kel Ut Gl Gt e oo, S S A S (B
el SRS TR 7702 L5 KR i MATAR <5 RS LR

76.125 £ As4 30

21195 AS4 20
[ s cooane a5t 2

187.11 [ ]

5188 e € DVR Web#—EZ 01~

71181 [ ris DR ccshot AS4 27
0 \

p2.134 =3 [ ] AS4 27 e — oJey
rA7—k

20234 (o L T T | Ast 2 — —

22592 coll ocaes - Ase 7

251.108 [ commax | webcam SR cesbot | boa | AS4. 27 T

18  © 2024 Nokia RO < I A




Example bot info in Deepfield Secure Genome
What does Secure Genome know about this botnet DVR?

Default

P

Tag

0os

Third Party API

Routeviews

DNS

Open Ports

CIDRs

History JSON

.240.56

no third-party APl data

.0.0/10 AS<

no DNS

Server
Coookie
NMAP

Unknown

Last

50100

Last

Seen in multiple

botnet DDoS attacks

&

A
LIGHTTPD

fiy ight

lighttpd

lighttpd is an open-source web server
optimized for speed-critical environments
while remaining standards-compliant, secure
and flexible. It was originally written by Jan Kneschke as a proof-of-

lighttpd 1.4.37 — not

-----
000c280cda98_USER=; ;,000c280cda98_POLICY=; ;, page_uid=;;

lighttpd (syn-ack confidence 10)

2022-02-28 08:05

RFJSD PROTOCOL_JSON1 ver=2.1 authkey=000C280CDA9861A8805D sleve

2022-02-28 08:05

patched since 30 August
2015

1=0 oem=45

19 ©2024 Nokia |
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Example bot info in Deepfield Secure Genome
CVE awareness to assess risk even before we see the IPs/device in attacks

-26 3 m NMAP Dropbear sshd (syn-ack confidence 10)

a3a046f12a86a7a89b586ba9e14b80936d6c7bba757fa808449a8d5021881ae

2024-§5-28 14:15
Summary History JSON

IP -.226.6 = --226-OOé.res.spectrum.com)
Vulnerability Details : CVE-2016-7407

The dropbearconvert comman lows attackers to execute arbitrary code via a crafted OpenSSH key file.

residential.charter.com ruckuswireless

os Published 2017-03-03 16:59:00 Updated 2017-03-04 22:55:48 Source MITRE View at NVD¥, CVE.org?
Vulnerability category: Input validation Execute code
Exploit prediction scoring system (EPSS) score for CVE-2016-7407 EPSS FAQ
Third Party API - @888  Probability of exploitation activity In the next 30 days  EPSS Score History
Percentile, the proportion of vulnerabilities that are scored at or less
Static - CVSS scores for CVE-2016-7407
Base Score Base Severity CVSS Vector Exploitability Score Impact Score Score Source First Seen
HIGH AV:NJACL/AUN/C:C/I:CIA'C 10.0 10.0 NIST
Routeviews -128‘0/ 17 AS20115 [ 95 | CRITICAL CVSS:3.0/AV:N/ACILIPRIN/UEN/SIU/CH/EH/AH 3.9 59 NIST

20 © 2024 Nokia RO < I A



Benefits of ML-based detection

- Thresholds-based detection primarily relies
on 5-tuple measurements: imprecise
because you need to guess what is an
“acceptable” value

- High false-positive rate (flash crowd
events, sudden changes of traffic
patterns, etc.)

- High false-negative rate, especially
with botnet-based traffic (which can look
like legitimate traffic)

- Thresholds are different per customer
type (and change over time!)

21 ©2024 Nokia |

- Through ML techniques, Genome

enriches flows in real-time, and adds
additional context/signal:

- Fragmented traffic is unusual but is safe to
drop if we know it originates from DNS servers
that we know are used for amplification attacks

- Similarly (as we will see later), it's easier to
feel more confident to drop UDP traffic if we
see it originates from 150 similar webcams and
directed to a subscriber IP

- This provides much more accuracy (and
CY CIETIELIL)




Protecting against
Proxy-based attacks
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State-sponsored DDoS attacks

PRIVACY Affairs Menu =

» » NoName Joins For

NoName Joins Forces W|th
Cybercriminal Gangs To Hit
Sweden

£

NoName continues its hacking spree, this time turning its
attention towards Sweden. While the hackers didn't state the
reason for the attack clearly, one can be easily deduced. After
all, Sweden has been supporting Ukraine since the beginning
of the war.

th Cybercriminal Rings To

@ MexPops
Fact-Checked this

* Two websites were hit. and NoName announced that the services were no

longer available

NoName Hits Denmark Again

ﬁ By Miklos Zoltan . 1
Founder - Privacy Al

) Alex Popa
Fact-Checked this

NoName stayed true to its word and continues to pound Denmark
relentlessly. The organization posted yet another batch of Danish victims

on its public platform. The number is 5 now.

#1 Trending Cybersecurity News & Magazine WE ARE HIRING!  Tuesday, March 12, 2024

LATEST ¢ TRENDING

THE

e 2> Eae 7
NWMQWW Claims @ ;Q P% IE:slqs Search, o

Cyberattack on Denmark’s Key:
Websites

© MARGH 4 Jy Magazine Firewall Daily Essentials Features Business Events
French State Under Siege: Products
Cyberattacks of
Unprecedented Intensity’ N
- Home
Reported
© MARCH 12, 202

(A News Topics
Incognito Market: The Dark
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Hacktivist Collective NoName057 Strikes European
Targets

* The 5 involved in the attacks are Aarhus City. Odense City. Town of Horsens, Postnord

online store, and Helsingor City

+ NoName justified the attack by invoking Denmark's continuous support of Ukraine

« This situation has been going on for several weeks. with NoName attacking multiple Danish

targets per day

+ NoName's determination to burn Denmark stems from the state's stated intention to

continue to support Ukraine
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Lithuania Faces NoName Cyberattack
Amid Geopolitical Tensions




Threat actor & primary attack type
- Conducts DDoS attacks against various websites from organizations (both
governmental and private)

- Uses Telegram channels to claim responsibility for attacks, issue threats, and
share tools like their custom DDoS software “DDoSia”

- Developed a cryptocurrency payment system to reward contributors
(volunteer-based system as opposed to malware/exploitation)

s Ministry of Finance tax portal
/check-report/1e3e96d2kf8e

X Hualian Airport
check-host.net/check-report/1e3e96d2kfge

- Attacks primarily rely on Web DDoS, i.e. crafted HTTPS GET/POST Xotas oo b
requests that can overwhelm a server even with a relatively low number "
of sources/requests : S——
This attack type presents multiple challenges: ;af.,,'e.;chzn;fw;,”l:,,f.;:;

oLow number of sources x ik
oLow bps/pps S
oTLS-encrypted
oUsing valid parameters (URI endpoint, headers, etc.) https://t me/noname057 16eng/4294
oNot originating directly from known botnets (but from residential

proxies)
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How to detect and protect?

Typical response from NoName targets is to enforce a geo-block
Problems with geo-blocking approach:
- attack traffic sourced from residential proxies across the world

- Large proportion attack traffic from European countries, Significant % attack

sourced from within country

| Better approach is to add awareness of residential proxies for network traffic flows to

detect these anomalies

125M
A -~
100M Oct 6, 2024 6:57:00 pm
SPM Passed &
Dropped bps
(Average)
75M

web * Unmatched

=== 60.83 Mbps

bps

ddos * proxy_web —— 55.18 Mbps

50M

ddos *
thirdparty_reputatio
n

1.15 Mbps

25M dd

o5+
tp_ack_invalid_seq_ = 2.07 Mbps
ack_num
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® web - Unmatched @ ddos - proxy_web @ ddos - thirdparty_reputation @ ddos « tep_ack_invalid_seq_ack_num
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Faster Detection
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Ultra-fast detection and mitigation with streamed traffic
§gﬁ|?t§a|¢3§ort Mirroring (SPM) — or IPFIX 315

Auto-mitigation

! NETFLOW Deepfield Defender
DDos traffic (~30-60s, IP header only)

............ 2 e

Sample Port Mirror Mitigation
(<1s, IP header +payload) Classification + Compiler
detection Engine Engine
5G
Received DDoS traffic
. ) as reported by Netflow
Received DDoS traffic & v 7
reported by SPM —|_» i
e ; il SPM Droppeddy 4 & Dropped
N Y (Average) e rage)
Dropped DDoS traffic{-----7 i e
(reported by SPM)
~25s
o I T T T T T T T
7:35:30 pm 7:36:00 pm 7:36:30 pm 7:37:00 pm 7:37:30 pm 7:38:00 pm 7:38:30 pm
dns
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SPM based detection:

Eliminates flow-cache induced delay due to
router flow-cache inherent to Netflow

[1 Attack dropped in less than 30 seconds

Enables advanced detection using full header &
payload
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Deepiield
solution architecture

(Brief) recap
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Defender mitigates attacks using the most efficient strategy
For the observed attack and the deployed hardware

Deepfield Secure
Genome

Security info u 3
n
n
[ ] 0%
W Other 0.01%

mitigation model

Mitigation
Compiler Engine

Telemetry and NETCONF
feedback /FlowSpec

Nokia Defender W2 3rd party
Service Mitigation
FP4 § FP5 § FPcx Pt System Routers

Mitigation Compiler Engine

The intelligence to build in real-time the
Al optimized mitigation strategy

o Using Deepfield Secure Genome ML
models trained on real-world attack
samples

o Compiles surgical filters and
countermeasures for deployed hardware

o Effective against all known DDoS and
emerging vectors
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ML-based network-optimized mitigation

16009 filters Mitigation Compiler
- Engine (MCE)
e Deepfield DDoS samples
rop_gre_min_pit en vé 5id 91 Secure Genome® provided by GDTA * Inference from Deepfield Secure

Genome ML models (trained on
10K+ real-world attack samples)

drop_fragment (gid 1)

(models) (dynamic dataset)

drop_large_dns (gid 3)

drop_small_dns (gid 85)

Supervised learning (Nokia cloud infastructure)

Generates optimized mitigation
strategies for complex DDoS
drop_amplifier_ports_src1 (gid 18) Genome u pdates attacks

drop_bot_v1 (gid 16)

drop_large_ntp (gid 93)

Effective against known
DDoS and emerging vectors

drop_bot_v2 (gid 69)

drop_syn.flood_src_extended (5id 77) @ Mitigation Compﬂer
Engine (MCE)
Inference (local Deepfield Defender instance) Nokia Deepficld GDTA
it () oceprtdpetencer . - Global DDoS Threat
Traffic telemetry and feedback FlowSpec/NETCONF Alliance

+ Opt-in membership

Nokia 7750 Defender R Third-party ' Sharing information
FP4 B FP5 N FPcx BeliEs @ Mitigation PN routers about threats for
System improved protection

@ Internet & Pretwork againSt the latest
IP network DDoS threats as they
emerge

0 < 30 sec
N
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