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First, the

— disclaimer-
“If you think
you
understand
quantum
mechanics,
you don’t
understand
quantum
mechanics.”

Prof. Richard
Feynman

(Nobel

“physicist)
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Signature Sizes

Public key Private key Signature
Crystals Dilithium 2 1312 2528 2420
Crystals Dilithium 3 1,952 4000 3293
Crystals Dilithium 5 2,592 4864 4595
Falcon 512 897 1281 690
Falcon 1024 1,793 2305 1330
Sphincs SHA256-128f 32 64 17088
Sphincs SHA256-192f 48 96 35664
Sphincs SHA256-256f 64 128 49856
ECDSA-P256 64

RSA-SHA256 2048 256
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Algorithm NIST Verdicl  Approach Privale key Public key  Signalure Sign/s Verify/s
Cryslals-Dilithium-II [29] Finalist Lallice 2.8kB

Falcon-512 [31] Finalist Lattice 57kB

Rainbow-1, [56] Finalist Multivariate 101kB

RedGeMSS128 [16] Candidale Multivariale 16B

Sphincs'-Haraka-128s [11]  Candidate Hash 64B

Picnic-L1-FS [17] Candidale Hash 16B

Picnic2-L1-FS [17] Candidate Hash 168

EdDSA-Ed22519 [12] Elliptic curve  64B 32B 64B 25,935 7,954
ECDSA-P256 [12] Elliplic curve 9613 6413 641 40,509 13,078
RSA-2048 [12] Prime 2kB 0.3kB 0.3kB 1,485 49,367




Packet Sizes

Response Type

2 A RRs with RRSIG

1 AAAA RR with RRSIG
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1 AAAA RR with RRSIG for Wildcard (NSEC3)

1 DNSKEY with RRSIG

NSEC Proof of NX
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Run Time

00 unsigned
08 _rsasha255
13_ecdsa256

15_€025519 1

algo

17_falcons12 1

18 _dilithium2

19 sphincs-shaz55-128s
21_xmssmt-sha256-k40-3 A

21 _xmssmt-sha256-r40-3

vendor="'pdns', is_nx=False, good-rsa

tcp = False | do = False
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0.192%

00 unsigned 4
08_rsasha253 1
13_ecdsalse 1

15 025519 1

algo

17 falcon512

18 dilithium2

19 sphincs-shaz55-128s
21_xmssmt-sha256-r40-4 4

21_xmssmt-sha256-h40-3

T T

tcp = True | do = False
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Run Time

00_unsigned

08 _rsasha256 4

08 _rsasha?5€3 A
13_ecdsa2s6

13_ecdsaz5€3 A

15 ed25519 1

15 ed255193

17_falcon512 4

17 falcen5123 4

18_dilithium2 4

18 _dilithium23

19_sphincs-sha255-128s 1

19_sphincs-sha256-12853 4

21 _xmssmt-sha256-hd 0-4
21 xmssmt-shz256-h40-43

21_xmssmt-sha256-hd 0-8

21_xmssnt-shs256-h40-83 4

algo

S
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D.0772%

0.0931%

vendor='pdns', is_nx=True, good-rsa

tcp = False | do = False
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13 ecdsazSE3 o
15_ed25519
15_ed255193 1
17 _falcon512 A
17 _falcen5123 A
18_dilithium2 4
18 dilithium23
19 _sphincs-cha255-228¢ 4
19_sphincs-sha256-128s3 1
21 _xmssmt-sha256-hi0-4
21_xmssmi-sha256-hd0-43 4
21 _xmssmt-sra256-hi0-8
21_xmssmil-shz256-hd0n-g3 4

algo
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tcp = False | do = True
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DNS Quantum Computing

The DNSSEC Community
Does Not Need to
Consider Post-Quantum
Cryptography at This Time
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DNS Quantum Computing

DNS Protocols That Also
Use TLS or QUIC Should
Update to Post-Quantum
Cryptography in
Alignment with Web
Protocols

NNNNN



' I%aNNer Reading

CTO_NO2A1

\ U W U\.)IVL

Quantum
Computing and
the DNS
https://www.ican
n.org/en/system
[files/files/octo-0
31-22apr24-en.
pdf

* |CANN SSAC
workshop
https://www.ican
n.org/en/blogs/d

etails/security-a
nd-stability-adyvi

m -committee-

NNNNN
N F R | A A‘ B LA . R LA Ry



https://www.icann.org/en/system/files/files/octo-031-22apr24-en.pdf
https://www.icann.org/en/system/files/files/octo-031-22apr24-en.pdf
https://www.icann.org/en/system/files/files/octo-031-22apr24-en.pdf
https://www.icann.org/en/system/files/files/octo-031-22apr24-en.pdf
https://www.icann.org/en/system/files/files/octo-031-22apr24-en.pdf
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://www.icann.org/en/blogs/details/security-and-stability-advisory-committee-a-year-of-progress-and-openness-09-10-2024-en
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://indico.dns-oarc.net/event/42/contributions/902/attachments/871/1601/Post-Quantum%20DNSSEC%20with%20FALCON-512%20and%20PowerDNS%282%29.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf
https://www.ietf.org/proceedings/120/slides/slides-120-iepg-sessa-field-experiments-on-post-quantum-dnssec-00.pdf

Engage with ICANN — Thank You and Questions

‘k\’é One World, One Internet

L ———

TCANN

Visit us at icann.org

@icann
facebook.com/icannorg
youtube.com/icannnews
flickr.com/icann
linkedin/company/icann
slideshare/icannpresentations

soundcloud/icann

06600600




