
Cyber Security Collaboration
Sofia Nacke (SEB), Caroline Gustavsson (Handelsbanken) and Petra Klein (Swedbank)



2

Starting Point

Threat  Intelligence

Systematic Information Sharing

Informal Information Sharing
(CIO, CISO, CSIRT)

Non-existent

Non-existent

Established

NCSC

SFSA 
Swedish Financial 

Supervisory 
Authority (FI)

Swedish 
Security 
Service 
(SÄPO)

Other external 
parties

FS-ISAC

Swedish 
Central Bank
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Governance

• Bi-weekly meetings (physical)

• Lead of each area distributed between SEB, Swedbank & Handelsbanken

• The leaders for each area are members of the operative management team

AWARNESS & 
COMPETENCE

OPERATIVE MANAGEMENT TEAM

EXECUTIVE MANAGEMENT TEAM
CSO/CISO + Op MG Lead)

THREAT 
INTELLIGENCE

PERSONEL & 
PHYSICAL 
SECURITY

CYBER 
CAPABILITIES & 
3D PARTY RISK
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Collaboration public – private sector

National Cyber Security Centre
(SE-NCSC)

2021, SE-NCSC established by FRA, 
Försvarsmakten, MSB and Säkerhetspolisen, 

in close collaboration with PTS, FMV and 
Polismyndigheten

2022, finance pilot

SE-NCSC and the financial sector

1/7 New head, FRA; improves governance
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Working Groups within the Cyber Security Collaboration

THREAT INTELLIGENCE

CYBER CAPABILITIES & 3D PARTY 
RISK

PERSONEL & PHYSICAL SECURITY

AWARNESS & COMPETENCE

OPERATIVE MANAGEMENT TEAM

• Transfer from project to line organization
• Update of collaboration agreement
• NCSC

• Formalize Threat Intel meetings within the sector
• POC Information Sharing Platform (MISP)
• Heatmap based on MITRE

• Future Management System for the financial sector (ISMS)
• 3d party security requirements
• Secure Coding
• DDoS and Ransomware Whitepaper

• Insider Threat

• Define Communication Plan
• Joint security awareness activities with external inspirational

speakers, employees in all 3 banks are invited



Collaboration with MITRE ATT&CK – 
A method for threat- and data-driven prioritization of Cyber 
defence in the Swedish finance sector.   



The challenge – Information sharing on 
threats  between public and private sectors

The solution – Pivoting from talking about 
threats actors to instead focusing on their 
tactics and techniques



Why not just share IOC:s?

”The Pyramid of Pain”

Level of value



The tool  – A common and known framework

https://attack.mitre.org/



The tool  – A common and known framework
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(MITRE killchain) TACTICS, What the attacker needs to achieve its objective

TECHNIQUES
How the attacker can achieve to accomplish a tactic 



Knowledge base

Sub-techniques



Beskrivningar

Sub-Techniques

Mitigations and Detections



The process

Threat 
profile

Step 1 – Establish a joint threat model

Intermediate product–
list of threat actors

Step 3 – Create a heatmap of 
frequency of TA use of TTPs

Step 2 – Fusion of Threat actor (TA) 
with TTPs in their activities 

ANALYTICAL PROCESS OUTPUTINPUT



The Result – 15 top reported Techniques from TA list

ATT&CK Technique Tactic
T1190 Exploit Public-Facing Application Initial Access
T1566.001 Phishing: Spearphishing Attachment Initial Access
T1078 Valid Accounts Defense Evasion, Persistence, Privilege Escalation, Initial Access
T1059 Command and Scripting Interpreter Execution
T1204 User Execution Execution
T1574 Hijack Execution Flow Persistence, Privilege Escalation, Defense Evasion
T1027 Obfuscated Files or Information Defense Evasion
T1082 System Information Discovery Discovery
T1497 Virtualization/Sandbox Evasion Defense Evasion, Discovery
T1036 Masquerading Defense Evasion
T1070 Indicator Removal Defense Evasion
T1005 Data from Local System Collection
T1071 Application Layer Protocol Command and Control
T1105 Ingress Tool Transfer Command and Control
T1489 Service Stop Impact
T1486 Data Encrypted for impact Impact



Joint efforts around a known recognized framework – 
bring something familiar into a new setting

Diverse group, with members that have worked in both 
public and private sectors – bridges and shared 
understanding

What made this work?

Don’t letting the perfect be enemy of the good


