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Fibre Ubiquity Fast Approaching
Status of FTTH Availability Across Europe

~95% of Premises Will have 
Access to Full Fibre in 4 

Years
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General Business

Cost Effectiveness of Multi-Gig Services
Status of FTTH Availability Across Europe

£39PM

Source: Online as of March 4th 2024
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Gigabit and Multi-Gigabit  Beyond Lead User Status
Adoption Response to Availability

33%

7%

34%

16%

4%
6%

Service Rate Adoption - North American Market

1Gbps+ 500-900Mbps 200-400Mbps 100-200Mbps 50-100Mbps <50Mbps

Source: Openvault March 2024
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Radiological, Biological, Chemical 
Threat Landscape

What About Digital Mass Destruction?
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Fibre’s Leaky Little Secret
SECURITY IMPLICATIONS

Bend Insensitive Fibre
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General Business

Securing Fibre Connections
SECURITY IMPLICATIONS

Ethernet FE – GE – 10GE – 100GE

Active Ethernet

GPON

XGSPON

50G PON

Natively Unencrypted

AES-128 Bi-Directional

AES-128 Downstream

AES-256 Bi-Directional

AES-256 Bi-Directional

Point to Point - Active Ethernet

PON - GPON – XGSPON – 50GPON
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General Business

Encryption Key Exchange Mechanisms
SECURITY IMPLICATIONS

Public Key ExchangePre-Shared Keys

Diffie-Hellman RSA
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General Business

Alice has a sensitive message she wants to send to Bob

Public Key Exchange
SECURITY IMPLICATIONS
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General Business

Bob returns the chest but with his lock also on it

Public Key Exchange
SECURITY IMPLICATIONS
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General Business

Alice removes her lock and sends the chest back to Bob

Public Key Exchange
SECURITY IMPLICATIONS
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General Business

Bob removes his lock and reads the sensitive message

Public Key Exchange
SECURITY IMPLICATIONS
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General Business

• 𝑝 =

• 29714581929123975538113401757096867247503888049897126155282036684655427098443105
52501401103762759517163627074312300265853912636278197597517576533794406803241491
48779086015766828917272774143540849131512126995560995044033645579529213428010044
92280996715668400103640816843970991636313372745470315455035628601408170417079028
04137532298861348955512618446376653439654060723569636406878004605013608944323924
11987553630753994166198802407936656661306869300426418344710086318481261795679436
67666801104241898884410812817279169595932728564045398540809381698710218625876508
851295613368971979430951746728583910413116439939078434559

• 𝑞 =

• 26092039125439665744416238260398697435648406017098864449978544271624805738059383
13425992696655318302051377220149644513804110037238043395102252847401736180367530
09035270150759134741695120904591183475124050055200427992700787947687125368421184
07057375282490800716584000679340618387331368881454328913585366779623070416709172
56390000904288466136745705695503949286491053230863150797994788726225314902611496
55312081521025347181296997188803960687075671216408889466345050085115771628065655
88378302758525657914103598229285420198323100812024493357088882840233483389168400
067067993178810813818498522088103582183754940421621446417

Factorized into two primes with 617 digits each

Real World Example of Primes to Make a Key
SECURITY IMPLICATIONS
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General Business

• 𝑁 = 𝑝 · 𝑞 =

• 7753140342907852304998834011968707702954804875985034667219002527558531872171333671928
8993898440300657694634560742145218730124241748829733826038031477004517606828731126814
9543742295663292645166691181035287347150774926093903046435142321826042710505464762834
5917553138807968712884105599687460815216575688965696959856396597061910708529414442565
6976908401424588046241791797069108332143157744689598705328768164624227834748573779946
6429770557184198686795276905548110606310475476381146039316374886657662223761062631453
2199364185950961601108509383989954266463609760139400437548746107130983414614152886086
4657796722939668027530901437905803493440566356880642519844910644290375595696742613691
5587251087982793730319047942684290247837937168029005694266709072999000209169509889194
7923874742058970193501315306024016667936062138529363725041845278245943874569204577896
6576515999552523983585405643139920000742186507873112890252675108406028012334471537050
6792791739260271351405730028340055756361203887336318174413457644503585933217428420582
8618205611680377987597584948629932517306030865860147025275593727055966386284032799690
1373606181123685884369021330533393228419680068904157639265770988392496177643587928979
4114901676522151553151438928400777659525103

RSA key length 4096 bit = decimal integer with 1233 digits

A Real World Key Example
SECURITY IMPLICATIONS

Factorization
Working out the original two large prime 

numbers that made up this number
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Classical vs Quantum Computing
QUANTUM COMPUTING

A Classical Serial Approach to 
Identifying the Correct Path or Key
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Quantum computers do not break the encrypted data 

• The focus is on breaking the key exchange algorithms. 

• Once the key exchange algorithm is compromised, they can access the key and can use it to 
decrypt all the data.

Focus on the key exchange protocol options 
• Quantum-safe classical algorithms 
• Quantum bits for key exchange -> quantum key distribution (QKD).

Quantum Focuses on the Lock – Not the Contents
SECURITY IMPLICATIONS
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General Business

Classical vs Quantum Computing

or

Quantum bit (qubit)Classical bit

Nat. Nanotechnol. 15, 529–544 (2020).

2 qubits |0 ⟩0 =

1
0
0
0

|0 ⟩1 =

0
1
0
0

|1 ⟩0 =

0
0
1
0

|1 ⟩1 =
0
0
0
1

Q UA N T U M  C O M P U T I N G

2 Bits can provide 2 Unique Values – 2 Qubits can provide 4 Unique Values 
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General Business

• A combination of 3 qubits can be in a superposition of 23=8 values

• 𝑎! ⟩|000 + 𝑎" ⟩|001 + 𝑎# ⟩|010 + 𝑎$ ⟩|011 + 𝑎% ⟩|100 + 𝑎& ⟩|101 + 𝑎' ⟩|110 + 𝑎( ⟩|111
• The quantum computer can work with 8 values simultaneously

• A bit can have a defined state 0 or 1
• A combination of 3 bits can represent exactly one of 23=8 distinct values

000, 001, 010, 011, 100, 101, 110, 111

Classical computer

Quantum computer

Classical vs Quantum Computing

300 qubits can simultaneously address more values than particles in the universe

QUANTUM COMPUTING
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Classical vs Quantum Computing
QUANTUM COMPUTING

A Quantum Parallel Approach to 
Identifying the Correct Path or Key
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QUANTUM COMPUTING

Logical vs Physical Qubits
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General Business

- Estimation of RSA quantum resilience by key 
length

Q UA N T U M  C O M P U T I N G

So, how many qubits are needed to break RSA?

Source: QED-C, data from National Academy of Sciences, Engineering and Medicine, 2019. 
“Quantum computing: progress and prospects. Washington DC: The national Academies 
Press. https://doi.org/10.17226/25196

• Roadmap for physical Qubit count

~2028?
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General Business

Q UA N T U M  C O M P U T I N G

Post Quantum Cryptography

The "Cryptographic Suite for Algebraic Lattices" (CRYSTALS) 
encompasses two cryptographic primitives: Kyber, an IND-
CCA2-secure key-encapsulation mechanism (KEM); 
and Dilithium, a strongly EUF-CMA-secure digital signature 
algorithm.

Post-Quantum Encryption Standards Project

Lattice Based Post-Quantum Encryption

SPHINCS+ is a stateless hash-based signature scheme developed in 
collaboration with industry and academic institutions

Other Post-Quantum Encryption Approaches

Hash Based Post-Quantum Encryption

Multivariate, and Supersingular Isogeny

McEliece Cryptosystem, is the most well-known, based on decoding 
random linear codes, as does the Niederreiter Cryptosystem &
Quasi-Cyclic Moderate Density Parity-Check QC-MDCP

Code Based

https://pq-crystals.org/kyber/index.shtml
https://pq-crystals.org/dilithium/index.shtml
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QKD
Quantum key distribution
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General Business

Q K D

Quantum Key Distribution

Classical Data Channel
111010101100100101011010100010101010101111101000011
01011

Quantum Channel

Entangled Photon 
Source
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General Business

• Can you copy a Qubit (or photon) in 
superposition?

- No! 

• Measurement or observation “destroys” a 
superposition state

- Known as no-cloning theorem

The engaged party are alerted to the interception

Q UA N T U M  P H YS I C S  B E H I N D  Q K D

No-Cloning Theorem

(Illustration by Michael S. Helfenbein)
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General Business

Q K D

Quantum Key Distribution

Classical Data Channel
111010101100100101011010100010101010101111101000011
01011

Quantum Channel

Entangled Photon 
Source
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General Business

Here, the shared secret key is 1-0-1

Quantum key distribution
B B 8 4  ( P O L A R I Z AT I O N  E N C O D I N G )

+/-45° +/-45°

H/VH/V H/V H/V

+/-45° +/-45°

1 1 1 0 0 1 0 0

H/V H/V +/-45° +/-45° H/V +/-45° H/V +/-45°

0 1 0 1 0 1 1 1

- 1 - - 0 1 - -

classical fiber

Key

Bob’s results

Bob’s measuring basis

Alice’s bit sequence

My basis was (+ or x)

What's your measurement basis?

quantum fiber
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General Business

No silver bullet, but best practice

• Today’s digital communication 

• Security = Secure Key + Secure Encryption + Authentication + Protection

- Practical QKD provides the keys, but lacks security quantification and measurable metrics

- OTP is the only known fundamentally secure algorithm

- Digital security can’t substitute physical protection

QKD alone is NOT “fundamentally secure”
Q UA N T U M  C O M P U T I N G
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General Business

OTP transforms the encryption problem into a key exchange problem

- Key has same length as message and is 
used only once

- Key is fully random à highest entropy

- Theoretically unbreakable by Shannon

True quantum-safe: One-Time Pad (OTP)
SY M M E T R I C  E N C RY P T I O N

Source: Wikipedia

OTP used by the NSA:
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Fibre Ubiquity Must be Matched by 
Ubiquitous DDOS Mitigation

AES / RSA Secure in the Mid Term

Quantum Has Many Hurdles to 
Cross

Ronan Kelly
Adtran CTO EMEA


