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Using NSX Advanced Security 
to fight off hackers and spies

Network and Security SE Nordics
Miquel Arevalo



Confidential │  ©2023 VMware, Inc. 2

a new organization 
falls victim

>4000
ransomware attacks happen 

daily

59%
of all attacks involve 

double extortion

Full funded 
adversary syndicates

Ransomware
As-a-service

The information in this presentation is for informational purposes only and may not be incorporated into any contract. There is no commitment or obligation to 
deliver any items presented herein; The image is for illustrations purposes only.

seconds
Every11
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Network & App 
Segmentation

In-band Inspection with 
distributed IDS/IPS

NTA with Sandboxing
and NDR

+ +

VM App
File 

Server

Suspicious movement (Across all hops)

Analyzing ALL
flows looking 
for known bad

STEP 1 STEP 2 STEP 3

NEW

App
File 

ServerApp

X
DENIED!

With the NSX Service-defined Firewall
Operationalizing East-West Security

Detect and mitigate KNOWN attacks Detect and mitigate UNKNOWN attacks
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NSX Intelligence

NSX Intelligence provides Visualization 
of all NSX inventory and flows at scale

Enables visibility of flow status in 
Group and VM communication maps. 
Flows are classified as:

• Unprotected
• Blocked
• Allowed

Highlighting a specific group will show 
related flows

Rich filtering to drill down into more 
specific views
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Distributed Firewall
Block vulnerable services at the VM level

No firewall = 
vulnerable to many 
attack vectors

Accidental exposure 
of services

Goal: Block unused 
services = reduce the 
attack surface

750 App-IDs for
protocol aware 
firewall rules

App-ID: MS_SQL
VM1

Client App
VDI/EUC

VM2
SQL Server
Database

Unprotected VM

TCP/445

TCP/1433

TC
P/2

2

UDP/139

TCP/3389
UDP/123

TCP/5621
Unprotected VM

Valid Traffic

Open SMB

File Shares

RDP

SSH

Firewalled VM

Firewalled VM
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NSX DFW prevents use of unwanted ports/protocols/applications
But still exposes legitimate applications

WEB

H
TTP/S

SSH
RSYSLOG

DB

M
YSQ

L

SSH
RSYSLOG

DNS DNS AD
LDAP

KERBEROS SMB

DNSNTP NTP NTP

Latest version of Apache 2.4.57 in April 2023

Vulnerability CVE-2023-25690
…result in bypass of access controls… 
…cache poisoning… 
…recommended to update to 2.4.56

2.4.56 was released end of January 2023

https://www.cvedetails.com/cve/CVE-2023-25690/
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NSX Distributed IDS/IPS

DevelopmentProduction

Per hop traffic 
analysis

File
Server

X
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NSX Sandbox

File
Server

NSX SANDBOX NSX SANDBOX NSX SANDBOX

NSX
SANDBOX

CLOUD

NSX SANDBOX

Guest Introspection
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Network Traffic Analysis

File
Server

File 
Server

Suspicious 
User

Suspicious 
Process

Suspicious 
Movement+ +

NTA NTA NTA

VDI

NTA

No Tapping

NTA

Unsupervised 
ML Models  

All East-West
Network Traffic Normal Activity

Supervised 
Threat-centric ML Models

False Positives

Accurately
Detect True 

Threats

Malware Behaviors 
from Sandbox

Malware Network 
Packet Captures

NTA

IDS/IPS

Sandbox



Confidential │  ©2023 VMware, Inc. 10

Visibility & Enforcement across the Attack Chain
Network Detection and Response

Malware
Events

Anomaly
Events

Threat 
Detection

Events 

NDRRemote Code
Execution

Darkside

Remote  Services  Anomaly

DNS Tunneling
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

Malicious File Download
3a891f57

91.250.34.89185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2

192.168.20.151

Dnscat
(exfiltration / ransom)

192.168.1.100

DGA Activity

FILES ARE
ENCRYPTED!

Modern malware is adaptable, multi-staged, multi-faceted, multi … HYDRA!
Multiple security controls are necessary to detect and mitigate all aspects
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Hypervisor Hypervisor

185.30.232.85

Magnitude EK

192.168.100.181
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Hypervisor Hypervisor

185.30.232.85

Magnitude EK

192.168.100.181
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Hypervisor Hypervisor

Malicious File Download

175.45.176.136185.30.232.85

Magnitude EK

192.168.100.181
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Malicious File Download

175.45.176.136185.30.232.85

Magnitude EK

192.168.100.181
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Hypervisor Hypervisor

192.168.100.181

185.30.232.85 175.45.176.136
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Hypervisor Hypervisor

Cryptowall C2

192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180
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Hypervisor Hypervisor

Cryptowall C2

192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180
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Hypervisor Hypervisor

192.168.20.211

Anomalous PSExec
Interaction192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180
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Hypervisor Hypervisor

192.168.20.211

Anomalous PSExec
Interaction192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180

Empire Agent C2Anomalous PSExec
Interaction
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180

Empire Agent C2Anomalous PSExec
Interaction
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

185.30.232.85 34.102.136.180

3a891f57

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

175.45.176.136
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

185.30.232.85 34.102.136.180

3a891f57

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

175.45.176.136
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.1.100

Empire Agent C2Anomalous PSExec
Interaction

Malicious File Download

185.30.232.85 34.102.136.180175.45.176.136

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.1.100

Empire Agent C2Anomalous PSExec
Interaction

Malicious File Download

185.30.232.85 34.102.136.180175.45.176.136

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Remote Task 
Scheduling

185.30.232.85 34.102.136.180175.45.176.136

192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Remote Task 
Scheduling

185.30.232.85 34.102.136.180175.45.176.136

192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

185.30.232.85 34.102.136.180175.45.176.136

192.168.1.100

DGA Activity



©2022 VMware, Inc. 30

Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

185.30.232.85 34.102.136.180175.45.176.136

192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181 192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

3a891f57

185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2
192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181 192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

3a891f57

185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2
192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181 192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
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Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
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Empire Agent C2
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181 192.168.20.151

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

Empire Agent C2

Malicious File Download
3a891f57

185.30.232.85 34.102.136.180175.45.176.136
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

Malicious File Download
3a891f57

91.250.34.89185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2

192.168.20.151

Dnscat
(exfiltration / ransom)

192.168.1.100

DGA Activity

FILES ARE
ENCRYPTED!
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

Malicious File Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote Task 
Scheduling

Malicious File Download
3a891f57

91.250.34.89185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2

192.168.20.151

Dnscat
(exfiltration / ransom)
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FILES ARE
ENCRYPTED!
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Thank You


