
Automated Network Validation



Agenda

● Meaning of automated network validation
● Why automated network validation
● How to do automated network validation
● Use cases
● Demo screenshots

Disclaimer: To make sure proper copyright of images, many of them are taken by 
yours truly. On a bad hair day.

Patrik Olsson, Senior Systems Engineer
po@arista.com



Meaning of automated network validation



Meaning of automated network validation

Make sure that:
- Network is connected as intended
- Network design behaves as expected
- Deployed services behave as intended
- Automated SLA reporting

A = ?



Why automated network validation



Why automated network validation
Automated provisioning should make no errors, right?
In a perfect world, yes, but consider:

- Quality of automation

- Bad input to automation

- Workflow may be divided with unresolved dependencies

- The unpredictable local loop



Quality of automation

- What automation framework is used
- All or parts of workflow automated
- Different organisations have different automation maturity



Bad input to automation
- Automation never is better than the source of truth
- Manual input of data from source of truth
- With automated input of data from source of truth, the data in source of truth 

could have been manually inserted



Workflow may be divided with unresolved dependencies

Workflow steps may all be automated or some are manual. The workflow design 
decides whether a workflow can continue with or without all steps being resolved.

1 2 3 4



The unpredictable local loop

- Messy cable arrangements
- Bad patching
- Bad documentation
- 3rd party delivery
- Misunderstandings
- etc etc etc
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How to do automated network validation

Why is Ansible not enough?
- No state between playbook runs
- Not reacting to state or events on a device
- Not for parsing unstructured data
- Correlation of data between devices to create an action



How to do automated network validation

Why is scripting to much?
- Is flexible but cumbersome for easy tasks
- Time and amount of code
- Who will maintain?



How to do automated network validation
So why invent, reuse!
Several frameworks exist, but for this preso and demo screenshots, Robot framework is 
used.

Robot is
- Open source and maintained as such
- Written in python, want to contribute?

Robot
- Can access devices with different protocols
- Can do interaction with device
- Can parse data from devices to pass on to reporting
- Can correlate data for conditional actions
- And more



Use cases



Use cases

- Ping full mesh between all PEs
- Ping full mesh inside all VRFs between all PEs
- Ping FW from all clients/CE in all VRFs
- All clients/CE ping all client/CE in all VRFs



Demo screenshots



Demo screenshots
Robot framework language example

Since SSH was used to connect to 
the device, any command available 
on the device can be used.

Result can be screen scraped 
which makes it very easy to 
customize what is a good result of 
the test

Many modules are available on 
howto connect to the device. In 
this case SSH.

Good ways to add documentation 
both in the code aswell as in the 
result output and result putput 
HTML files



Demo Screenshots
Ping full mesh inside all VRFs between all PEs

Result of documentation in the 
output makes it easy to read 
whats being done

Easy to follow what is a good 
or bad result



Demo screenshots
Nice HTML output with 
clickable links to drill down
Easy to export as hardcopy 
or PDF reports
Searchable



Demo screenshots
Log in HTML format with info about test 
steps, failures etc
Tests clickable to drill down
Easy to see pass/fail result
Direct links to code for tests to followup 
more in detail what was tested’
Tests can expanded to get more detail in 
what was done and why test was failed or 
passed



Thank you!


