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Giving network operators freedom of choice
Open optical networking 

Allowing seamless integration into multi-vendor environments

• Open commercial model enabling network 
planning with third-party wavelengths

• Open and partially disaggregated hardware 
(terminals + OLS)

• Hardware configurable via standardized data 
models and APIs

Open optical system Unified SDN control and management

Optical domain controller 

Open line system (OLS)

Open 
device 

API

Open network 
API (T-API)

Third-party orchestrator / multi-domain controller

Open Terminal /
Pluggables
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A quick introduction to AI/ML

Artificial Intelligence

Machine Learning

Deep 
Learning

Programs that can mimic human 
intelligence

Reinforcement 
Learning

Algorithms trained for a specific task after learning
from data

Multi-layered neural networks learn from data
where decision criteria is not guided

Enables machines to interact with an environment
and use rewards to learn tasks

* luminousmen.com
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A quick introduction to AI/ML

* gartner.com

* reddit.com (u/Nesher86)

* 9gag.com (alvinfsc)
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AI/ML for network automation and optimization

Programmable 
Network 

Insights
Orchestration

Open APIs
Streaming 
Telemetry

Closed Loop Automation

Data collection (Telemetry)

Analysis
(Real-time & offline)

Refine & Adapt
automatically

Predictive
Maintenance

Turning data into actionable insights to optimize network and service performance
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The evolution towards AI/ML for network automation

02

04

01
03 AI-Driven

Automation

SDN-based network control
• Multi-layer orchestration
• Device and Service 

optimization

Intent-based Operations
• Reduce network 

configuration times
• Easier service provisioning

Streaming Telemetry
• Scalable way to retrieve

sub-second performance
monitoring data

ML-Driven Analytics
• Time series

forecasting
• QoT estimation
• Joint monitoring
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Building blocks for AI/ML driven network automation

Choice of Devices
• Open APIs
• Standardized Data Models
• Zero-Touch Provisioning
• Streaming Telemetry

Choice of Database
• Scalable common data

collection framework
• Easy to store and archive

data
• Light and quick DB ops

Data Science & Applied 
ML
• Data Analytics
• Choice of ML algorithms

to solve specific problems
• Algorithm marketplace
• Leverage data to

optimize network 
operations

Devices

Databases

Data 
Science
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Can we work with the data we already have?

02

04

01
03 AI-Driven

Automation

SDN-based network control

Intent-based OperationsStreaming Telemetry

ML-Driven 
Analytics
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Research highlights: Planning new services
Fast and accurate ML-based QoT Estimator
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ML-based NLI solver

[1] J. Müller et al., “ML-based QoT Estimation: From Simulations to 
Application in a Live Production Network, submitted to JOCN
[2] J. Müller et al., “A QoT Estimation Method using EGN-assisted 
Machine Learning for Network Planning Applications”, ECOC, 2021

[1]

[2]
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Can we extract real-time data for ML models?

02

04

01
03 AI-Driven

Automation

SDN-based network control

Intent-based OperationsStreaming Telemetry

ML-Driven 
Analytics
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Research highlights: Network Analytics

ADVA
TeraFlexTM

Open 
Terminal

VM @ Munich

Time-series 
Database Visualization

Telemetry:
• Optical 

Performance 
Monitoring 
Data

Machine 
Learning

Tallinn Vilnius Warsaw PoznanSalaspils

• Anomaly detection

• Power equalization

• Multilayer-restoration
[1] Isabella Dick, “Machine Learning based Fault Detection 
Algorithms or Long-Haul Elastic Optical Networks”, Master Thesis @ 
TU Munich
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Can we add relevant use-cases to our ML+data setup?
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04

01
03 AI-Driven

Automation

SDN-based network control

Intent-based OperationsStreaming Telemetry

ML-Driven 
Analytics
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ML-based Optical Network Monitoring for Security Use-Case
Research highlights: Joint Network Sensing

ADVA ALM

ADVA FSP 150 XG-118 Pro

idQuantique QKD devices

OTDR Trace 
via SSH/Netconf

Cloud Server

ML Fiber 
Cut

ML Door 
Sensor

InfluxDB
Data 
Lake

Grafana-based Web 
Dashboard

Encryption Status
via SNMP Polling

QBER, Visiblity, and Key Rate
via SNMP Polling

ETL Pipeline 1

ETL Pipeline 2

[1] S. K. Patri et al., “DeepALM: Holistic Optical Network Monitoring 
based on Machine Learning”, OFC 2022
[2] M. Wenning et al., “Machine Learning based Optical and QKD 
Network Monitoring”, TNC 2022



© 2022 ADVA. All rights reserved.14

Can this be orchestrated on an SDN-based network?

02

04

01
03 AI-Driven

Automation

SDN-based network 
control

Intent-based OperationsStreaming Telemetry

ML-Driven 
Analytics
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Towards ML-driven Zero Touch Operations in Partially Disaggregated Optical Networks
Research highlights: Putting it together

ML-based
QoT

estimator

Monitoring 
Service

Optical Domain 
Controller

Network Planner and Service 
Orchestrator

Anomaly
Detection
ML model

Ensemble Simulator FSP 
3000C

Orchestrator plans and provisions
lightpaths into the simulated network 
using ML-based QoT estimator

Controller interacts with the orchestrator
using RESTCONF and simulated devices
using NETCONF.

Monitoring Service – Pushes PM data to
a time-series DB. The anomaly detection
model suggests services to be re-routed

Application - Useful for managing end-
to-end optical services in a partially
disaggregated or multi-domain network 
environment.

[1] S. K. Patri et al., “Open-Source Service Management for a Fully 
Disaggregated Optical Network Simulation”, to be presented at IEEE 
CNSM 2022
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Data security is the key to effective AI-driven automation
Looking ahead

Open 
Terminal OLS

Open 
Terminal 

SDN Controller / Orchestrator

Inference
query

Data
preprocessing

Cleaned data

Trained model

Model deployment

Proprietary data

Proprietary data

Data owner

Data analyst

Cloud provider

Federated learning
Secure multi-party 
computation (SMC)

Differential Privacy

Secure hardware 
enclaves

Is a single “zero trust” 
solution possible?

Homomorphic 
Encryption!

Proprietary data

Network operator

P. Safari, et. al., "Secure Multi-Party Computation and Statistics Sharing for ML Model 
Training in Multi-domain Multi-vendor Networks", ECOC2021 
B. Shariati et. al., “Inter-Operator Machine Learning Model Trading over Acumos AI 
Federated Marketplace”, OFC 2021
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Partially Disaggregated
optical networks will drive

down deployment costs

Privacy-Preserving ML 
techniques and inter-operator 
model sharing are just around

the corner

Investing in SDN, streaming 
telemetry, and ML analytics 

provides you insights to 
improve and optimize network 

operations

Interested
in our 
research?:

AI-ML driven automation in open optical networks
Takeaways

* dilbert.com (Scott Adams)

mailto:SPatri@adva.com
https://www.linkedin.com/in/saikpatri/

