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Threat actors

States A Security (economy)

Organised criminals Economic

Non-organised criminals Economic

“oppurtunistic actors”
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Generic attack cycle for state actors

Strategic effects

ID objects that can give relevant effects (years)

Mapping of vulnerabilities in technology, plants and people (years-months)
Preparations, tests and evaluations (months)

Access created (months — days)

Attack supported by information operation or in support of information operation
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Chinese reconnaissance — Critical infrastructure

JOINT

CYBERSECURITY

ADVISORY _\
* Oil and gas pipeline companies 2011-2013 (210720)

Chinese Gas Pipeline Intrusion Campaign,
2011 to 2013

SUMMARY
Note: CISA released technical informati
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framework for all referenced threat
This Joint Cybersecurity Advisory—coauthored by the actor tactics and techniques.
Cybersecurity and Infrastructure Security Agency
(CISA) and the Federal Bureau of Investigation (FBI)—
provides information on a spearphishing and intrusion campaign conducted by state-sponsored
Chinese actors that occurred from December 2011 1o 2013, targeting U.S. od and natural gas
(ONG) pipeline companies.

CISA and the FBI provided incident response and remediation support to a number of victims of
this activity. Overall the U.S. Government identified and tracked 23 U.S. natural gas pipeline
operators targeted from 2011 to 2013 in this spearphishing and intrusion campaign. Of the
known targeted entities, 13 were confirmed compromises, 3 were near misses, and 8 had an
unknown depth of intrusion

The U.S. Government has attributed this activity to Chinese state-sponsored actors. CISA and
the FBI assess that these actors were specifically targeting U.S. pipeline infrastructure for the
purpose of holding U.S. pipeline infrastructure at risk. Additionally, CISA and the FBI assess that
this activity was ultimately intended to help China develop cyberattack capabilities against U.S.
pipelines to physically damage pipelnes or disrupt pipeline operations

CyWieenBix gov

https://us-cert.cisa.gov/sites/default/files/publications/AA21-201A_Chinese_Gas_Pipeline_Intrusion_Campaign_2011_to_2013%20(1).pdf




Russian - reconnaissance Critical infrastruc

* Dragonfly/Energetic Bear 2011-
e Symantec found them 140630
* Symantec report 171020
* DHS, FBI Warning threat energy, water 171020
* DHS, FBI Warning Russian threat 180315

https://www.wired.com/2015/01/german-steel-mill-hack-destruction/

https://www.symantec.com/blogs/threat-intelligence/dragonfly-energy-sector-cyber-attacks

ture 1(3)
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Alert (TA18-074A)
Russian Government Cyber Activity Targeting Energy and Other Critical Infrastructure Sectors
revised
= Print » Tweet I Send
Systems Affected

+ Domain Controllers
+ File Servers %
* Email Servers

Overview

This joint Technical Alert (TA) is the result of analytic efforts between the Department of Home
This alert provides information on Russian government actions targeting U.S. Government er
facilities, water, aviation, and critical manufacturing sectors. It also contains indicators of com
procedures (TTPs) used by Russian government cyber actors on compromised victim networ
enhance their ability to identify and reduce exposure to malicious activity.

DHS and FBI characterize this activity as a multi-stage intrusion campaign by Russian goverr
where they staged malware, conducted spear phishing, and gained remote access into energ
cyber actors conducted network reconnaissance, moved laterally, and collected information p

More Alerts

https://www.symantec.com/connect/blogs/dragonfly-western-energy-companies-under-sabotage-threat-energetic-bear

https://www.us-cert.gov/ncas/alerts
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More Alerts

Advanced Persistent Threat Activity Targeting Energy and Other Critical Infrastructure Sectors
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Russian - reconnaisance Critical infrastructure 2(3)

NCSC, DHS, FBI 180416
Targets:
 Government and private-sector organizations
* Critical infrastructure providers
* Internet service providers (ISPs)

 Lesson: “world events influence risk”

https://www.us-cert.gov/ncas/alerts
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Alert (TA18-106A)
Russian State-Sponsored Cyber Actors Targeting Network Infrastructure Devices

More Alerts

revised

& Print » Tweet K Send [+]

E E . a Signin Home News Sport Reel

Systems Affected
= Generic Routing Encapsulation (GRE) Enabled Devices
= Cisco Smart Install (SMI) Enabled Devices
« Simple Network Management Protocol (SNMP) Enabled Netwt World i Africa | Asia i Australia | Europe i Latin America | Middle E

Overview

Update: On April 19, 2018, an industry partner notified NCCIC and ti
(TTPs) and network indicators listed in this Alert. Specifically, the indi

US & Canada

Worklife Travel Ful

Home | War in Ukraine | Coronavirus | Climate | Video | World | UK | Business | Tech | Science | Stories

GRE tunnels and obtained sensitive information, which include the ¢ Syria air Strikes: US a_nd allies attack

NCCIC encourages organizations to use the detection and preventio

administrators should inspect the presence of protocol 47 traffic flow 'Chemic al we ap OnS Site SI

modification, or destruction in log files

Original Post: This joint Technical Alert (TA) is the result of analytic
Investigation (FBI), and the United Kingdom’s National Cyber Securi
infrastructure devices (e.g., router, switch, firewall, Network-based Inf
are primarily government and private-sector organizations, critical in
report contains technical details on the tactics, techniques, and proc
were identified through a coordinated series of actions us

the United Kingdom, Australia, and the European Union. [1-5] This rg
behaviors on the networks of compromised victims. FBI has high cor]
man-in-the-middle attacks to support espionage, extract intellectual
future offensive operations

DHS, FBI, and NCSC urge readers to act on past alerts and advisori
manufacturers, and private-sector security organizations. Elements ff
security news outlets and social media platiorms. The current state ¢
devices—threatens the safety, security, and economic well-being of {]

launched from a

rench naval ship

7 The US, UK and France have bombed three government sites in Syria in an
early morning operation targeting chemical weapons facilities, they say.




Russian - reconnaissance Critical infrastructure 3(3)

JOINT

. CYBERSECURITY
DHS, FBI, NSA 220111 ADVISORY

* Mitigating Russian state sponsored attacks to Counored
US Critical infrastructure A) & '

Understanding and Mitigating Russian State-
Sponsored Cyber Threats to U.S. Critical

Infrastructure

SUMMARY

This joint Cybersecurity Advisory (CSA)—authored by the Actions critical infrastructure

Cybersecurity and InfrastAructvure Security Ager?cy (CISA), ' organizations should implement to

Federal Bureau of Investigation (FBI), and National Security immediately strengthen their cyber

Agency (NSA)—is part of our continuing cybersecurity posture.

mission to warn organizations of cyber threats and help the i

cybersecurity community reduce the risk presented by these ® Patch. all systems. Prioritize

threats. This CSA provides an overview of Russian state- patching known exploited

sponsored cyber operations; commonly observed tactics, vulnerabilites.

techniques, and procedures (TTPs); detection actions; . Implemgnt _mUltI-faCtOT

incident response guidance; and mitigations. This overview is authentication.

intended to help the cybersecurity community reduce the risk * Use antivirus software.

presented by these threats. * Develop internal contact lists
and surge support.

CISA, the FBI, and NSA encourage the cybersecurity g pp

community—especially critical infrastructure network

defenders—to adopt a heightened state of awareness and to conduct proactive threat hunting, as
outlined in the Detection section. Additionally, CISA, the FBI, and NSA strongly urge network
defenders to implement the recommendations listed below and detailed in the Mitigations section.
These mitigations will help organizations improve their functional resilience by reducing the risk of

compromise or severe business degradation.
https://www.us-cert.gov/ncas/alerts it 9




RUSSian - pre_pOSitioning @:‘NationaICyber

Security Centre

* DHS, FBI, NSA targeting SOHO-routers 220223

 GRU’s Main Centre for Special Technologies GTsST
* The BlackEnergy disruption of Ukrainian electricity in 2015 Advisory.
* Industroyerin 2016
*  Ukraines Ministry of Finance 2016
* NotPetyain 2017
Attacks against the Winter Olympics and Paralympics in 2018 New Sandworm malware
* Aseries of disruptive attacks against Georgia in 2019 CyC|OpS Blink replaces

« Central Scientific Research Institute of Chemistry and VPNFilter
Mechanics (TsNIIKhM)

* Triton malware Saudi Arabian oil refinery
* USoil refineries

Version 1.0

Crown Copyright 2022
https://www.us-cert.gov/ncas/alerts




Cyberattacks on critical infrastructure

 Tv5 Monde 2015 s

Mondelez sues Zurich in test for cyber hack

* Ukraine 2015 - Electricity s
e Ukraine 2016 - Financial

* Ministry of Finance

* State Treasury Service

* Lost 3 TB data

e Could not perform 150k transactions/day

e Ukraine 2016 — Electricity

Oliver Ralph in London and Robert Armstrong in New York JANUARY 10, 2019 D 26 B

[ N Ot p etya 2 O 1 7 Mondelez, the US food company that owns the Oreo and Cadbury brands, is
suing its insurance company, Zurich, for refusing to pay out on a $100m claim
* Saudiarabia 2017 — Gas
Catalin Cimpanu Merck wins cyber-insurance lawsuit related to
January 21, 2022
* |Israel 2020 — Water o mmy  NotPetya attack

- - ° ° ° o o A New Jersey court has ruled in favor of Merck in a lawsuit the pharmaceutical company filed against its
[ ) l | SA 2 O ! O — G a S p I p e | I n e S insurer, Ace American, which declined to cover the losses caused by the NotPetya ransomware attack.
The NotPetya incident, which took place in June 2017 and impacted thousands of companies all over the
world, destroyed data on more than 40,000 Merck computers and took the company months to recover.

b . . . Merck estimated the damage at $1.4 billion, a loss caused by production outage, costs to hire IT experts,
i O O n I a I p I p e I n e and costs of buying new equipment to replace all affected systems.

At the time, the company had a $1.75 billion “all-risk” insurance policy, which included coverage for

for damage caused by the NotPetya cyber attack.

software-related data loss events.

10



Ukraine — KA-SAT Modem wiper February 24

* “Modem Wiper” —wiped 30 000 modems
e 5800 Wind turbines in Germany affected
e Cyberattack FBI and CISA joint advisory March 17

NetBlocks & L 4
@netblocks

I Commercial satellite operator Viasat is investigating a
suspected cyberattack that caused a partial outage of its
KA-SAT network in Europe.

Network data indicate that the incident began on 24
February ~4 a.m. UTC and is currently ongoing ™\

news.sky.com/story/satellit...

Network Connectivity - Selected Providers: 2022-02-12 to 2022-02-28 UTC

4

== Skylogic S.p.A. [peer to Eutelsat S.A., AS34444] AS29286

7:31 PM - Feb 28, 2022 ®

Q 530 O Reply P Share this Tweet

DC Power Connector

RJ45 Ethernet

are aware of possible threats to U.S. and international
Connector satellite communication (SATCOM) networks. authentication.
Successful intrusions into SATCOM networks could * Enforce principle of least
create risk in SATCOM network providers' customer privilege.
COAXTX / RX environments * Review trust relationships.
« Implement encryption.
Connector Given the current geopolitical situation, CISA's Shields « Ensure robust patching and

CYBERSECURITY
ADVISORY

Co-Authored by:

SUMMARY

The Cybersecurity and Infrastructure Security Agency
(CISA) and the Federal Bureau of Investigation (FBI)

Up initiative that all y
lower their threshold for reporting and sharing
indications of malicious cyber activity. To that end, CISA
and FBI will update this joint Cybersecurity Advisory
(CSA) as new information becomes available so that
SATCOM providers and their customers can take
additional mitigation steps pertinent to their
environments.

in this CSA to strengthen SATCOM network cybersecurity.

Strengthening Cybersecurity of SATCOM
Network Providers and Customers

Actions to Take Today:

* Use secure methods for

system configuration audits.
* Monitor logs for suspicious
activity.
« Ensure incident response,
resilience, and continuity of
operations plans are in place

CISA and FBI strongly encourages critical infrastructure organizations and other organizations that
are either SATCOM network providers or customers to review and implement the mitigations outlined

https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html and https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/ SRS ¢



https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/

My real worry - Infrastructure
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Submarine cables — our achilles heel?

Undersea Policy . ¢
Exchange
Cables

Indispensable, insecure

Rishi Sunak MP

* Main Directorate of Deep-Sea Research (GUGI) Foreword by Admiral James Stavridis, USN (Ret),

former NATO Supreme Allied Commander Europe

* 8 nuclear powered submarines
e 2” Motherships”
* 6 deep diving smaller submarines

* 2 Ships

https://policyexchange.org.uk/wp-content/uploads/2017/11/Undersea-Cables.pdf

13


https://policyexchange.org.uk/wp-content/uploads/2017/11/Undersea-Cables.pdf

GUGI Capacity to cut submarine cables

Russian Seabed Warfare submarines. GUGI, 29sqn, Olenya Guba—2018

BS-136 Orenburg (Pr.09786 DELTA-III STRETCH)

PROPRIETRY

BS-64 Podmoskovye (Pr.09787 - DELTA-1V STRETCH)

* Plausible deniability

Host Submarines

SWE Gotland Sub for size (60,4m)

AS-12 Losharik r.i0s:0) AS-21 s vatsi d
AS-35 (pr. 18511 paLTUS) _

AS-15 (er. 1910 uniForm) AS-33 (er. 1910 uniForm)

Hosted Deep-
Sea Stations
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http://www.hisutton.com/Undersea_Cables.html



Organised crime are cooperating

Larger than Global drug trade and more profitable

 ”“Business” with markets selling:
 Ransomware-as-a service (Raa$)
* Phishing-as-a service (PhaaS)
* Infrastructure hosting

Hacking email Hacking website

* Exploit kits aw
$40 $150

e Effective “business models” for RaaS — oo
$4.500 $50

Trojan for mining Stealing
scan of malware using (1,000 nodes) payment data

various antiviruses*

T ¢300 $270

from

https://pdf.ic3.gov/2018 IC3Report.pdf

15
https://www.europol.europa.eu/sites/default/files/documents/report_do_criminals_dream_of_electric_sheep.pdf


https://pdf.ic3.gov/2018_IC3Report.pdf

Challenge — Cybersecurity in Sweden

Narings-
departementet

Cybersakerhet i Sverige
- samordning och styrning

Forsvars-
departementet

ES | FMR | sAk | EC [ AME [MENA| AsO |

Utrikes-

departementet

Forklaring till forkortningama fir

s i rutan langst ned i figuren

Justitie-
departementet

MUST FRA SAPO | |

...........................................................

MSB Polisen

ALL MODERN DIGITAL
INFRASTRUCTURE

( lug B

i T4

A PROJECT SOME
RANDOM PERSON
IN NEBRASKA HAS

§ ) BEEN THANKLESSLY

. I SAMFI

: “Industrin” CSEC FMr'T;S/ I:l Samverkansgruppen for informationssakerhet CERT-SE NOA mwm'N‘NG
: NTSG

......................... [ Nationella telesamverkansgruppen SME zws

H NSIT
MIICERT ‘-{;—'ss[:r'_ﬂ'eH samverkan till skydd mot allvarliga it-hot l
Forsvarsunderrattelsemyndigheter ‘ l
https://www.iva.se/globalassets/projekt/201902-iva-digitalisering-slutrapport-lI-uppslag.pdf 16

https://xkcd.com/2347/
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One solution — organize ISACS

Information Sharing and Analysis Centers (ISACS

* Sweden - Forum informationsdelning - FIDI
* FIDI drift

* FIDI Finans
e FIDI Scada
e FIDI Telekom

FIDI Halso- och sjukvard

* Focusing on "key” business verticals

* Will miss some new service providers

Myndigheten for
samhdllsskydd
och beredskap

FIDI-SCADA

FAKTA

NOVEMBER 2018
AVDELNINGEN FOR CYBERSAKERHET
OCH SKYDD AV SAMHALLSVIKTIG
VERKSAMHET

Forum for informationsdelning kring sdkerhet i industriella

informations- och styrsystem

FIDI-SCADA &r ett privatoffentligt samverkansforum som genom
infor i , OMVar och av
gemensamt material dkar informationsakerheten i industriella

informations- och styrsystem.

Bakgrund

Industriella informations- och styrsystem &r IT-baserade system
som anvands for att styra och 6vervaka fysiska processer och
system. M3nga samhallsviktiga verksamheter - sdsom
exempelvis dricksvattenproduktion och eldistribution - &r
beroende av den har typen av system.

Fore utvecklingen av automationssystem sd styrdes industriella
processer, transportsystem och fastigheter av mekaniska eller
elektromekaniska maskiner som mandvrerades manuellt av
operatorer. Idag &r automationssystemen mycket avancerade,
byggs av ar , kopplas ofta
samman med verksamheternas administrativa system, gors

tillgéngliga via internet och ger méjlighet till trddios
kommunikation. Det innebar att dven de industriella
informations- och styrsystemen blir allt mer exponerade for IT-
sakerhetshot. Detta samtidigt som felaktig eller utebliven
funktion i dessa system kan innebara allvarliga konsekvenser for
samhallet.

Ett forum f6r informationsdelning

Sedan 2005 driver MSB (tidigare KBM) ett forum for
informationsdelning avseende sakerhet i industriella information-
och styrsystem, FIDI-SCADA. SCADA &r benamningen pd den typ
av stora, distribuerade styrsystem som &r vanliga i samhallsviktig
verksamhet. Representanter frn flera branscher som anvander
SCADA-system traffas regelbundet for att dela information kring
s8rbarheter, hot och majliga dtgarder samt for att koordinera
nationellt och internationellt arbete med frgorna.

Samverkande parter
Myndigheten for samhalisskydd och
beredskap

Trafikverket

SLL (Stockholms Lans Landsting)
SVK (Svenska kraftnat)

EON

Uniper (Sydkraft)

Vattenfall AB

Fortum/Stockholm Exergi
Sakerhetspolisen

VA Syd

Stockholm Vatten och Avfall AB
Preem AB

17
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One solution — increase sharing of information

|0C’s and Tactics, Techniques, and Procedures (TTP) - MITRE ATT&CK

CYBERSECURITY
ADVISORY

Targeting the Energy Sector

Executive Summary

This joint C: Advisory (CSA) by
the Cybersecurity and Infrastructure Security Agency
(CISA), the Federal Bureau of Investigation (FBI), and the
Department of Energy (DOE)—provides information on
multiple intrusion campaigns conducted by state-
sponsored Russian cyber actors from 2011 to 2018 and
targeted U.S. and international Energy Sector
organizations. CISA, the FBI, and DOE responded to these
campaigns with appropriate action in and around the time
that they occurred. CISA, the FBI, and DOE are sharing
this information in order to highlight historical tactics,
techniques, and procedures (TTPs) used by to

Tactics, Techniques, and Procedures of
Indicted State-Sponsored Russian Cyber Actors

Actions to Take Today to Protect
Energy Sector Networks.

e Implement and ensure robust

network segmentation
between IT and ICS

networks.

Enforce MFA to authenticate
o a system.

Manage the creation of,
modification of, use of—and
permissions associated
with—privileged accounts.

target U.S. and international Energy Sector organizations
On March 24, 2022, the U.S. D of Justice

of three Russian Federal

Security Service (FSB) officers and a Russian F Central

Chemistry and (TsNIIKhM) employee for their

Institute of

related data

(855) 2977937 or

@i gov

in the g intrusion

campaigns against U.S. and international oil refineries, nuclear facilities, and energy companies.[1]

« Global Energy Sector Intrusion Campaign, 2011 to 2018: the FSB conducted a multi-stage
campaign in which they gained remote access to U.S. and international Energy Sector
networks, deployed ICS-focused malware, and collected and exfiltrated enterprise and ICS-

All organizations should report incidents and anomalous activity to CISA 24/7 Operations Center at
eport@cisa.gov or (888) 282-0870 and/or to the FBI via your local FBI fieid office or the FBI's 24/7 CyWatch at
CyWatchs

APPENDIX A: CAMPAIGN AND MALWARE TACTICS, TECHNIQUES, AND PROCEDURES

Global Energy Sector Campaign: Havex Malware

Table 1 maps Havex’s capabilities to the ATT&CK for Enterprise framework, and table 2 maps Havex's capabilities to the ATT&CK
for ICS framework. Table 1 also provides associated mitigations. For additional mitigations, refer to the Mitigations section of this

advisory.
Table 1: Enterprise Domain Tactics and Techniques for Havex [2]
Tactic Technique Use Detection/Mitigations
Persistence Boot or Logon Havex adds Registry Run keys to achieve Monitor: monitor Registry for changes to run
[TA0003] Autostart persistence. keys that do not correlate with known
Execution: software, patch cycles, etc. Monitor the start
Registry Run Keys folder for additions or changes. Tools such
/ Startup Folder as Sysinternals Autoruns may also be
[T1547.001] used to detect system changes that could be
attempts at persistence, including listing the
run keys' Registry locations and startup
folders. Suspicious program execution as
startup programs may show up as outlier
processes that have not been seen before
when compared against historical data.
Privilege Process Injection | Havex injects itself into explorer.exe. Behavior Prevention on End Point: use
Escalation [T1055] capabilities to prevent suspicious behavior
[TA0004] patterns from occurring on endpoint systems.

Note: this
technique also
applies to Tactic:

This could include suspicious process, file,
Application Programming Interface (API) call,
etc., behavior.

18
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/=\ SOFF
- Sékerhets- och
forsvarsforetagen

« CIRCL _MISP__
. CERT
AP| Clearing House Community
MISP
Synchromsatnon

O Operated by CIRCL

() operated by NATO/NCIRC

Security and Defense Industry Association

* Cyberdefence group has started info sharing: < ~

* Physical meetings MISP

* MISP ”Malware Information Sharing Platform” ETlyats secto
* Signal group

nternational arganizatior

Legend:

O Operated by other organizations

https://soff.se/en/about-soff/

19 SRS+



Who inspired us to start sharing

QP’ circl.lu
e Computer Incident Response Center Luxembourg (CIRCL) ‘\‘

Computer Incident
Response Center

LUXEMBOURG

Allianz ()

e Cyber Security Sharing and Analytics (CSSA) @BOSCH DAIMLER J O
é finanz informatik (in/fineon_

=

eo %Y SIEMENS

| —
« Computer Incident Response Center for Civil Society (CiviCERT) CIVICERT

B SRS+



Lessons learned

* "We are all in this together”

* Trust is important

* Members see a value in sharing

* Non competitive — we need to give and recieve help

* We need to increase methods and tools for sharing threat and vulnerability information

* We need a cultural change — especially for government agencies

2 SRS+¢






Future

 More threat actors

* More vulnerable system - “Time to market” shortens design and test cycle
* Escalating complexity - (thanks: @halvarflake) Exponential Growth of Computing

Twentieth through twenty first century
Logarithmic Plot

* Anomaly of cheap complexity
* Interdependence of systems
* Decoupling of ownership and control

* Technological change is accelerating
* Quantum computers
* Al - machine/deep learning

All Human Brains

One Human Brain |
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One Insect Brain
Sources:

Thomas Dullien / Halvar Flake https://thomasdullien.github.io/about/
https://rulel1.tech/papers/2018-complexitysecuritysec-dullien.pdf and

https://docs.google.com/presentation/d/14iFim2m0imPhQKQFOPoqvVKykz8EVgmV1g 8dsapzZ68/e
dit#slide=id.g59d850d457 0 594

1920 1940 1960 1980 2020 2040 2060 2080

2000 2100
Year

1900
https://singularityhub.com/2016/03/22/technology-feels-like-its-accelerating-because-it-actually-is/
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https://thomasdullien.github.io/about/
https://rule11.tech/papers/2018-complexitysecuritysec-dullien.pdf
https://docs.google.com/presentation/d/14iFim2m0jmPhQKQFOPoqvVKykz8EVgmV1q_8dsapZ68/edit
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