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Threat actors
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”oppurtunistic actors”



1 Strategic effects

2 ID objects that can give relevant effects (years)

3 Mapping of vulnerabilities in technology, plants and people (years-months)

4 Preparations, tests and evaluations (months)

5 Access created (months – days)

6 Attack supported by information operation or in support of information operation

Generic attack cycle for state actors



• Oil and gas pipeline companies 2011-2013 (210720)

Chinese reconnaissance – Critical infrastructure

https://us-cert.cisa.gov/sites/default/files/publications/AA21-201A_Chinese_Gas_Pipeline_Intrusion_Campaign_2011_to_2013%20(1).pdf



• Dragonfly/Energetic Bear 2011-
• Symantec found them 140630 
• Symantec report 171020
• DHS, FBI Warning  threat energy, water 171020
• DHS, FBI Warning Russian threat 180315

Russian - reconnaissance Critical infrastructure 1(3)

https://www.us-cert.gov/ncas/alerts

https://www.symantec.com/connect/blogs/dragonfly-western-energy-companies-under-sabotage-threat-energetic-bear

https://www.symantec.com/blogs/threat-intelligence/dragonfly-energy-sector-cyber-attacks

https://www.wired.com/2015/01/german-steel-mill-hack-destruction/



Russian - reconnaisance Critical infrastructure 2(3)

NCSC, DHS, FBI 180416
Targets: 
• Government and private-sector organizations
• Critical infrastructure providers
• Internet service providers (ISPs)

• Lesson: “world events influence risk”

https://www.us-cert.gov/ncas/alerts
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Russian - reconnaissance Critical infrastructure 3(3)

• DHS, FBI, NSA 220111
• Mitigating Russian state sponsored attacks to 

US Critical infrastructure

https://www.us-cert.gov/ncas/alerts
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Russian – pre-positioning

• DHS, FBI, NSA targeting SOHO-routers  220223
• GRU’s Main Centre for Special Technologies GTsST

• The BlackEnergy disruption of Ukrainian electricity in 2015
• Industroyer in 2016
• Ukraines Ministry of Finance 2016
• NotPetya in 2017
• Attacks against the Winter Olympics and Paralympics in 2018
• A series of disruptive attacks against Georgia in 2019

• Central Scientific Research Institute of Chemistry and 
Mechanics (TsNIIKhM)
• Triton malware Saudi Arabian oil refinery
• US oil refineries

https://www.us-cert.gov/ncas/alerts
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Cyberattacks on critical infrastructure

• Tv5 Monde 2015
• Ukraine 2015 - Electricity
• Ukraine 2016 - Financial

• Ministry of Finance
• State Treasury Service
• Lost 3 TB data
• Could not perform 150k transactions/day

• Ukraine 2016 – Electricity
• Notpetya 2017
• Saudiarabia 2017 – Gas 
• Israel 2020 – Water
• USA 2020 – Gas pipelines
• USA 2020 – Colonial Oil pipeline



https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html and https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/

Ukraine – KA-SAT Modem wiper February 24
• “Modem Wiper” – wiped 30 000 modems
• 5 800 Wind turbines in Germany affected
• Cyberattack FBI and CISA joint advisory March 17

https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/


My real worry - Infrastructure



• Main Directorate of Deep-Sea Research (GUGI)

• 8 nuclear powered submarines
• 2 ” Motherships”
• 6 deep diving smaller submarines

• 2 Ships
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Submarine cables – our achilles heel?

https://policyexchange.org.uk/wp-content/uploads/2017/11/Undersea-Cables.pdf

https://policyexchange.org.uk/wp-content/uploads/2017/11/Undersea-Cables.pdf


• Plausible deniability
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GUGI Capacity to cut submarine cables

http://www.hisutton.com/Undersea_Cables.html

SWE Gotland Sub for size (60,4m)



https://pdf.ic3.gov/2018_IC3Report.pdf

https://www.europol.europa.eu/sites/default/files/documents/report_do_criminals_dream_of_electric_sheep.pdf

Organised crime are cooperating

Larger than Global drug trade and more profitable
• ”Business” with markets selling:

• Ransomware-as-a service (RaaS)
• Phishing-as-a service (PhaaS)
• Infrastructure hosting
• Exploit kits

• Effective “business models” for RaaS
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https://pdf.ic3.gov/2018_IC3Report.pdf
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Challenge – Cybersecurity in Sweden

https://www.iva.se/globalassets/projekt/201902-iva-digitalisering-slutrapport-l-uppslag.pdf
https://xkcd.com/2347/
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One solution – organize ISACS

Information Sharing and Analysis Centers (ISACS)
• Sweden - Forum informationsdelning - FIDI

• FIDI drift
• FIDI Finans
• FIDI Scada
• FIDI Telekom
• FIDI Hälso- och sjukvård

• Focusing on ”key” business verticals
• Will miss some new service providers
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One solution – increase sharing of information

IOC’s and Tactics, Techniques, and Procedures (TTP) - MITRE ATT&CK
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Security and Defense Industry Association

• Cyberdefence group has started info sharing: 
• Physical meetings
• MISP ”Malware Information Sharing Platform”
• Signal group

https://soff.se/en/about-soff/
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Who inspired us to start sharing

• Computer Incident Response Center Luxembourg (CIRCL)

• Cyber Security Sharing and Analytics (CSSA)

• Computer Incident Response Center for Civil Society (CiviCERT)
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Lessons learned

• ”We are all in this together”
• Trust is important
• Members see a value in sharing
• Non competitive – we need to give and recieve help 
• We need to increase methods and tools for sharing threat and vulnerability information
• We need a cultural change – especially for government agencies



Future
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Future
• More threat actors
• More vulnerable system - “Time to market” shortens design and test cycle
• Escalating complexity - (thanks: @halvarflake)

• Anomaly of cheap complexity
• Interdependence of systems
• Decoupling of ownership and control

• Technological change is accelerating 
• Quantum computers
• AI – machine/deep learning

Sources:
Thomas Dullien / Halvar Flake https://thomasdullien.github.io/about/
https://rule11.tech/papers/2018-complexitysecuritysec-dullien.pdf and 
https://docs.google.com/presentation/d/14iFim2m0jmPhQKQFOPoqvVKykz8EVgmV1q_8dsapZ68/e
dit#slide=id.g59d850d457_0_594

https://singularityhub.com/2016/03/22/technology-feels-like-its-accelerating-because-it-actually-is/

https://thomasdullien.github.io/about/
https://rule11.tech/papers/2018-complexitysecuritysec-dullien.pdf
https://docs.google.com/presentation/d/14iFim2m0jmPhQKQFOPoqvVKykz8EVgmV1q_8dsapZ68/edit


Questions
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