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'HQ����H�VHSWHPEHU������JLFN�628���������³6YHULJHV�VlNHUKHW���EHKRY�DY�VWDUNDUH�VN\GG�I|U
QlWYHUNV��RFK�LQIRUPDWLRQVV\VWHP´��³XWUHGQLQJHQ´��XW�Sn�UHPLVV��+lU�I|OMHU�1HWQRGV�UHPLVVYDU�

,QOHGQLQJVYLV�DQVHU�1HWQRG�GHQ�V\Q�Sn�FHUWLILHULQJ�VRP�IUDPNRPPHU�L�XWUHGQLQJHQ�|YHUJULSDQGH
lU�IHODNWLJ��(IIHNWHQ�DY�HQ�YlO�JHQRPI|UG�FHUWLILHULQJ�EOLU�LQWH�ElWWUH�lQ�NYDOLWHW�Sn�GH�NUDY�VRP
FHUWLILHULQJHQ�NRQWUROOHUDU�PRW��'lUI|U�PnVWH�YDUMH�SURFHVV�VRP�LQNOXGHUDU�FHUWLILHULQJ�E|UMD�PHG
HQ�NXQVNDSVLQVDPOLQJ�I|OMW�DY�RPYDQGOLQJ�DY�GHQQD�NXQVNDS�WLOO�NUDYVWlOOQLQJDU�VRP�L�VLQ�WXU
I|UDQNUDV�KRV�GH�VRP�VND�FHUWLILHUDV��)|UVW�HIWHU�GHVVD�VWHJ�VRP�UHVXOWHUDW�L�NUDY�DY�K|J�NYDOLWHW
NDQ�RFK�E|U�FHUWLILHULQJ�GLVNXWHUDV��'HW�YLNWLJD�lU�DWW�GLVNXWHUD�GH�NUDY�VRP�FHUWLILHULQJ�VNHU�PRW�
RFK�KXU�GHVVD�WDV�IUDP��LQWH�FHUWLILHULQJHQ�L�VLJ�

'HWWD�LQVHU�1HWQRG�lU�HWW�SUREOHP�VRP�JUXQGDU�VLJ�L�DWW�(8�KDU�GHQQD�HQOLJW�RVV�IHODNWLJD�V\Q�Sn
FHUWLILHULQJ��8WUHGDUHQ�NDQ�LQWH�J|UD�QnJRW�nW�GHWWD��'HVVXWRP�VHU�1HWQRG�L�XWUHGQLQJHQ�HQ
|YHUWUR�Sn�FHUWLILHULQJ�DY�SURGXNWHU��QlU�LVWlOOHW�HQ�FHUWLILHULQJ�DY�SURFHVVHU�VRP�DQYlQGV�I|U�DWW
GHVLJQD��XWYHFNOD��LQI|UVNDIID�RFK�GULIWVlWWD�SURGXNWHU�NDQ�OHGD�WLOO�QRJ�Vn�K|J�HIIHNW�RFK�GHWWD
XWDQ�DWW�KD�QHJDWLY�SnYHUNDQ�Sn�SRVLWLYD�PDUNQDGVPlVVLJD�NUDIWHU�VRP�NRQNXUUHQV�RFK
LQQRYDWLRQ��1HWQRG�DQVHU�GlUI|U�GHQ�SURFHVV�VRP�EHVNULYV�VRP�I|UVODJ�L�UXWDQ�L�LQOHGQLQJ�DY
NDSLWHO����lU�NRUUHNW��)|UXWRP�GHWWD�I|UVODJ�VHU�YL�VYDJKHWHU�L�KXU�XWUHGDUHQ�VHU�Sn�FHUWLILHULQJ
VRP�YHUNW\J�I|U�DWW�XSSQn�|QVNDG�HIIHNW�

0HG�GHW�VRP�EDNJUXQG�LQNRPPHU�1HWQRG�PHG�V\QSXQNWHU�HQOLJW�ELODJD�

3DWULN�)lOWVWU|P
7HNQLN��RFK�6lNHUKHWVVN\GGVFKHI
1HWQRG
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%LODJD��

6DPPDQIDWWQLQJVYLV�

� 'HILQLWLRQ�DY�F\EHUVlNHUKHW�EHK|YV�
1HWQRG�DQVHU�DWW�DYVDNQDG�DY�GHWWD�J|U�GRNXPHQWHW�VYnUJHQRPWUlQJOLJW�RFK�I|UYLUUDQGH
Gn�EHJUHSSVRW\GOLJKHWHQ�lU�SnWDJOLJ�

� 6lNHUKHW NDQ HM XSSQnV�JHQRP�FHQWUDO�NRQWUROO�XWDQ H[WUHPW�JRGD�NUDYVWlOOQLQJDU�
1HWQRG�DQVHU�DWW�XWUHGQLQJHQ�I|UELVHU�YLNWHQ�DY�GLYHUVLWHW�I|U�|NDG�VlNHUKHW�

� 7HUPHUQD LQIRUPDWLRQVV\VWHP VDPW WLOOJnQJ WLOO LQIRUPDWLRQVV\VWHP lU�RW\GOLJD�
1HWQRG�DQVHU�DWW�GHW�PnVWH�I|UW\GOLJDV�YDG�LQIRUPDWLRQVV\VWHP�LQQHElU�VDPW�YDG�GHW
LQQHElU�DWW�KD�WLOOJnQJ�WLOO�LQIRUPDWLRQVV\VWHP��H[HPSHOYLV�L�WHUPHU�DY�WLOOJnQJ�WLOO
XWYHFNODUH��&,�&'�V\VWHP��NlOONRG��Q\FNHOKDQWHULQJVSURFHVVHU�RFK�KnUGYDUD�

� 2QOLQH�RFK�RIIOLQH�E|U�OLNVWlOODV�
1HWQRG�DQVHU�DWW�I|UIDWWQLQJVI|UVODJHW�VND�I|UlQGUDV�I|U�DWW�OLNVWlOOD�RQOLQH�RFK�RIIOLQH�
YLONHW�lU�HQ�Q|GYlQGLJKHW�L�HQ�GLJLWDOLVHUDG�YlUOG�

'HILQLWLRQ�DY�F\EHUVlNHUKHW

3n�V�����VWnU�GHW�³'HW�ILQQV�VNlO�I|U�DWW�EHJUHSSHQ ±�VRP�XWUHGQLQJHQ�WLGLJDUH�IUDPKnOOLW�L
GHOEHWlQNDQGHW�±�L�VW|UVWD�P|MOLJD�XWVWUlFNQLQJ�E|U�JHV�VDPPD�EHW\GHOVH�QlU�GHW�WLOOlPSDV
QDWLRQHOOW�RFK�LQWHUQDWLRQHOOW��VlUVNLOW�QlU�GHW�JlOOHU�GHW�HXURSHLVND�VDPDUEHWHW³��1HWQRG�DQVHU
LQWH�DWW�XWUHGQLQJHQ�OHYHU�XSS�WLOO�DWW�JH�EHJUHSSHQ�VRP�DQYlQGV�HQ�OLNYlUGLJ�EHW\GHOVH�

8WUHGQLQJHQ�DQYlQGHU�EHJUHSSHW�F\EHUVlNHUKHW�L�OLQMH�PHG�KXU�,9$�DQYlQGHU�EHJUHSSHW��YLONHW
lU�DWW�F\EHUVlNHUKHW�lU�HQ�GHOPlQJG�DY�EHJUHSSHW�,7�VlNHUKHW�PHG�XUYDOVNULWHULHW�DWW�GHW�ILQQV
HQ�DQWDJRQLVWLVN�DNW|U��(1,6$�DQYlQGHU�GlUHPRW�LQWH�EHJUHSSHW�F\EHUVlNHUKHW�Sn�VDPPD�VlWW�
XWDQ�DQYlQGHU�F\EHUVlNHUKHW��HQJ�F\EHUVHFXULW\��lYHQ�L�GH�IDOO�GHW�VDNQDV�HQ�DQWDJRQLVW�

6SHFLILNW�DQYlQGHU�(1,6$�I|OMDQGH�GHILQLWLRQHU�L�5HJXODWLRQ�����������

µF\EHUVHFXULW\¶�PHDQV�WKH�DFWLYLWLHV�QHFHVVDU\�WR�SURWHFW�QHWZRUN�DQG�LQIRUPDWLRQ�V\VWHPV�
WKH�XVHUV�RI�VXFK�V\VWHPV��DQG�RWKHU�SHUVRQV�DIIHFWHG�E\�F\EHU�WKUHDWV

µF\EHU�WKUHDW¶�PHDQV�DQ\�SRWHQWLDO�FLUFXPVWDQFH��HYHQW�RU�DFWLRQ�WKDW�FRXOG�GDPDJH��GLVUXSW
RU�RWKHUZLVH�DGYHUVHO\�LPSDFW�QHWZRUN�DQG�LQIRUPDWLRQ�V\VWHPV��WKH�XVHUV�RI�VXFK�V\VWHPV
DQG�RWKHU�SHUVRQV

����������7LWOH�,� $UWLFOH��� 'HILQLWLRQV� KWWSV���HXU�OH[�HXURSD�HX�HOL�UHJ����������RM��G�H���������
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1RWHUD�DYVDNQDGHQ�DY�Q|GYlQGLJ�DQWDJRQLVW�L�(1,6$V�GHILQLWLRQHU��1HWQRG�DQVHU�DWW�,9$V
GHILQLWLRQ��GYV�PHG�DQWDJRQLVW��lU�GHQ�ElWWUH�DY�GH�WYn�Gn�GHQ�IRNXVHUDU�Sn�LQFLGHQWHU�VNDSDGH
DY�QnJRQ�PHG�HQ�LQWHQWLRQ�RFK�DWW�Gn�lU�HQNODUH�DWW�ORJLVN�VNLOMD�GHVVD�IUnQ��H[HPSHOYLV�
QDWXUNDWDVWURIHU�

1HWQRG�YLOO�lYHQ�SRlQJWHUD�DWW�LQFLGHQWHU�RFK�nWJlUGHU�LQWH�lU�VDPPD�VDN�HOOHU�HQV�PDSSDGH
HWW�WLOO�HWW��cWJlUGHU�VRP�OLQGUDU�HIIHNWHU�DY�HQ�F\EHUVlNHUKHWVLQFLGHQW�NDQ�lYHQ�KMlOSD�PRW�DQGUD
WlQNEDUD�LQFLGHQWHU��cWJlUGHQ�GLYHUVLWHW�L�HWW�NRPPXQLNDWLRQVV\VWHP�OLQGUDU�NRQVHNYHQVHUQD�DY
EnGH�HQ�F\EHUVlNHUKHWVLQFLGHQW�DWW�HQ�DQWDJRQLVW�WDU�|YHU�HQ�IDVWLJKHW�PHG
NRPPXQLNDWLRQVXWUXVWQLQJ�RFK�HQ�LQFLGHQW�DWW�|YHUVYlPQLQJ��HQ�QDWXUNDWDVWURI��OHGHU�WLOO�ERUWIDOO
DY�HO�

*lOODQGH�EHJUHSSHW�³LQIRUPDWLRQVV\VWHP´�Vn�DQVHU�XWUHGQLQJHQ�DWW�EHJUHSSHW�lU�YlO�XWUHWW�L
WLGLJDUH�DUEHWHQ��PHQ�XWUHGQLQJHQ�UHIHUHUDU�LQWH�W\GOLJW�WLOO�YLONHQ�WRONQLQJ�VRP�XWUHGQLQJHQ
DQYlQGHU�VLJ�DY��'HW�UHVXOWHUDQGH�ODJI|UVODJHW�PnVWH�YDUD�DSSOLFHUEDUW�Sn�IDNWLVN�YHUNVDPKHW�
1HWQRG�DQVHU�I|UVODJHQ�L�XWUHGQLQJHQ�OXWDU�XW�DWW�GHW�VND�YDUD�HQNODUH�DWW�VDQNWLRQHUD�L�HIWHUKDQG
lQ�DWW�J|UD�UlWW�IUnQ�E|UMDQ��$OOD�NUDY�Sn�SURGXNWHU�RFK�WMlQVWHU�PnVWH�L�HQ�PDUNQDGVHNRQRPL
YDUD�NlQGD�L�I|UYlJ�I|U�DWW�JH�HQ�I|UXWVlJEDUKHW�JlOODQGH�EHJUlQVQLQJDU�JlOODQGH�LQQRYDWLRQ�RFK
SURGXNWXWYHFNOLQJ�

6lNHUKHW�NDQ HM HQGDVW�XSSQnV�JHQRP�FHQWUDO�NRQWUROO

8WUHGQLQJHQ�SnVWnU�DWW�³(Q�WLOOUlFNOLJ�LQIRUPDWLRQV� RFK�F\EHUVlNHUKHW�NDQ HQGDVW XSSQnV�QlU
DOOD�GH�ROLND�I|UXWVlWWQLQJDU�VRP�NUlYV�I|U�HQ�VnGDQ�VlNHUKHW�lU�XSSI\OOGD��GYV��HQKHWOLJ�VW\UQLQJ
RFK�RUJDQLVHULQJ�DY�DUEHWHW�PHG�LQIRUPDWLRQV��RFK�F\EHUVlNHUKHW��HWW�V\VWHPDWLVNW
LQIRUPDWLRQVVlNHUKHWVDUEHWH�L�YHUNVDPKHWHQ�RFK�WHNQLVND�nWJlUGHU�VDPW�WLOOV\Q�DY�HIWHUOHYQDGHQ
DY�UHJHOV\VWHP�RFK�VWlOOGD�NUDY³��V�������1HWQRG DQVHU�LQWH�DWW�PHQLQJHQ�lU�NRUUHNW�PHG HQGDVW�

,GDJ�EHVWnU�LQIRUPDWLRQVV\VWHP�DY�HWW�IOHUWDO�ROLND�LQJnHQGH�NRPSRQHQWHU�RFK�IXQNWLRQHU��)|U�HWW
VnGDQW�NDQ�LQIRUPDWLRQV��RFK�F\EHUVlNHUKHW�XSSQnV�JHQRP�GLYHUVLWHW��UHGXQGDQV�RFK
NRRUGLQHULQJ�PHOODQ�GHVVD�LQJnHQGH�GHODU�YLONHW�UHVXOWHUDU�L�HWW PLQVNDW EHKRY�DY�VDPRUGQLQJ
PHOODQ�GHP��0RWVDWVHQ�lU�GHW�VRP�XWUHGDUHQ�I|UHVOnU��HWW�FHQWUDOW�VW\UW�RFK�RUJDQLVHUDW�V\VWHP�

'HVVD�WYn�VlWW�NDQ�VHV�VRP�GLDPHWUDOW�ROLND�VlWW�DWW�XSSQn�LQIRUPDWLRQV��RFK�F\EHUVlNHUKHW��GlU
XWUHGDUHQV�I|UVODJ��VWUXNWXU�RFK�NRQWUROO��NDQ�VHV�VRP�GHQ�QDWXUOLJD�YlJHQ�DWW�Jn�GlU�SODQHULQJ
RFK�XWUHGQLQJ�OLJJHU�I|UH�RFK�lU�VNLOW�IUnQ�LPSOHPHQWDWLRQ��)UDPI|U�DOOW�L�NRQWH[WHQ�FHUWLILHULQJ�

'H�VWRUD�YHWHQVNDSOLJD�VWXGLHU�VRP�JMRUWV�Sn�FHUWLILHULQJ���OHJLWLPHULQJ�RFK�SURFHVVHU�I|U�GHVVD
lU�K\IVDW�HQLJD�RP�DWW�GHQ�IDNWLVND�HIIHNWHQ�DY�FHUWLILHULQJ�lU�I|UKnOODQGHYLV�OLWHQ�MlPI|UW�PHG
DQGUD�HIIHNWHU��VRP�XWELOGQLQJ�HOOHU�PDUNQDGVLQFLWDPHQW��'HW�ILQQV�LQJD�YHWHQVNDSOLJD�VWXGLHU�Sn
FHUWLILHULQJ�DY�F\EHUVlNHUKHWVSURFHVVHU��PHQ�GHW�ILQQV�JRWW�RP�VWXGLHU�NULQJ�WLOO�H[HPSHO
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XWELOGQLQJ��GHW�YHWHQVNDSOLJD�RPUnGH�GlU�IOHVW�VWXGLHU�NULQJ�HIIHNWHU�DY�FHUWLILHULQJ�J|UV��
JUHHQZDVKLQJ�RFK�IDLUWUDGH��'HVVD�VWXGLHU�YLVDU�DWW�FHUWLILHULQJHQ�L�VLJ�HM�lU�NYDOLWHWVGULYDQGH��

'HW�IRUVNQLQJHQ�NRPPHU�IUDP�WLOO�lU�VQDUDUH�DWW�FHUWLILHULQJ�lU�DWW�VH�VRP�HQ�I|UlQGULQJ�DY
PDNWEDODQVHQ�lQ�HQ�NYDOLWHWVK|MDQGH�nWJlUG��'HWWD�WLOO�HQ�I|UGHO�DY�VWRUD�DNW|UHU�VRP�KDU
VNDOI|UGHO�I|U�DWW�EHP|WD�FHUWLILHULQJVNUDY��DOOW�DQQDW�OLND��

1HWQRG�YLOO�GlUI|U�SRlQJWHUD�DWW�DQGUD�YHUNW\J�lQ�FHUWLILHULQJ�NDQ�DQYlQGDV�I|U�DWW�XSSQn�JRG
VlNHUKHW��H[HPSHOYLV�JRG�PDUNQDGVGHVLJQ��RFK�DWW�PDQ�E|U�QlUPD�VLJ�FHUWLILHULQJ�I|UVLNWLJW�Gn
FHUWLILHULQJ�NDQ�In�RDQDGH�PDUNQDGVNRQVHNYHQVHU�WLOO�QDFNGHO�I|U�YLVVD�DNW|UVNDWHJRULHU��RIWD
PLQGUH�DNW|UHU�

9LGDUH�DWW�QlU�GHW�NRPPHU�WLOO�IDNWLVN�LPSOHPHQWDWLRQ�Vn�lU�HWW�PLQVNDW�EHKRY�DY�VDPRUGQLQJ�RFK
|YHUV\Q�DWW�I|UHGUD�Gn�|NDG�|YHUV\Q�OlWW�OHGHU�WLOO�PLQVNDG�GLYHUVLWHW�

'HVVXWRP�DWW�GHW�NDQ�YDUD�DY�KMlOS�DWW�GHOD�XSS�VlNHUKHWVSUREOHPDWLNHQ�L�WUH�GHODU�
WLOOJlQJOLJKHW��ULNWLJKHW�RFK�NRQILGHQWLDOLWHW��RFK�DWW�VHGDQ�XWIRUPD�ODJVWLIWQLQJ�RFK�NUDYVWlOOQLQJ
GlUHIWHU��,QNOXVLYH�HQ�DQSDVVQLQJ�DY�WLOOV\QV��RFK�DQGUD�NYDOLWHWVSURFHVVHU��VRP�NUDY�YLG��RFK
XSSI|OMQLQJ�DY��XSSKDQGOLQJ���'HWWD�GHOV�RP�HWW�GHOV\VWHP�VRP�HQEDUW�WLOOKDQGDKnOOHU
WLOOJlQJOLJKHW�RFK�ULNWLJKHW�KDPQDU�XQGHU�HQ�DQWDJRQLVWV�NRQWUROO�EHK|YHU�LQWH�GHWWD
Q|GYlQGLJWYLV�OHGD�WLOO�VNDGD��RFK�VlNHUOLJHQ�LQWH�OHGHU�WLOO�QnJRQ�VNDGD�DOOV�RP�V\VWHPHW�VRP
KHOKHW�KDU�GLYHUVLILHUDW�GHVVD�IXQNWLRQHU��1HWQRG�DQVHU�GHVVXWRP�DWW�YLG�H[SOLFLW�FHUWLILHULQJ�PRW
FHUWLILHULQJVNUDY�lU�ElWWUH�PHG�VMlOYFHUWLILHULQJ��GYV�DWW�PDQ�VRP�OHYHUDQW|U�KnOOV�WLOOV�VYDUV�HQOLJW
PDUNQDGVORJLN�DY�GHQ�VRP�KDU�N|SW�LQ�HQ�WMlQVW��DOWHUQDWLYW�DY�WLOOV\QVP\QGLJKHW��VQDUDUH�lQ�DWW
DOOD�WMlQVWHU�RFK�SURGXNWHU�PnVWH�WUHGMHSDUWVFHUWLILHUDV�LQQDQ�GH�EOLU�WLOOJlQJOLJD�Sn�PDUNQDGHQ�

1HWQRG�DQVHU�DWW�VlNHUKHW�NDQ��VSHFLHOOW�UHODWHUDW�WLOO�WLOOJlQJOLJKHW��HUEMXGDV�JHQRP�GLYHUVLILHULQJ�
'HQ�|YHUJULSDQGH�SULQFLSLHOOD�VWnQGSXQNWHQ�1HWQRG�KDU�lU�DWW�PDQ�NDQ�PLQVND�NRQVHNYHQVHU�DY
KlQGHOVHU�Sn�ROLND�VlWW��H[�FHUWLILHULQJ�HOOHU�GLYHUVLILHULQJ��PHQ�DWW�GHW�lU�HIIHNWHQ�DY�nWJlUGHQ
VRP�lU�GHW�YLNWLJD��LQWH�nWJlUGHQ�L�VLJ��(WW�SUREOHP�PHG�DWW�HQEDUW�I|UHVOn�FHUWLILHULQJ�lU�DWW�PDQ

� 6H�H[HPSHOYLV�5HQDUG��������RFK�KXU�IDLUWUDGH�FHUWLILHULQJHQ�SnYHUNDU�PDUNQDGHU�RFK�PDNW�
� 5HQDUG��0��&����������4XDOLW\�FHUWLILFDWLRQ��UHJXODWLRQ�DQG�SRZHU�LQ�IDLU�WUDGH� -RXUQDO�RI�UXUDO

VWXGLHV� ���������������

� 6H�VSHFLHOOW�*ROGKDEHU�	�%UHZHU��������RFK�'DUOLQJ�+DPPRQG��%HUU\�	�7KRUHVRQ��������VRP�lU�WYn�DY
GH�PHVW�RPIDWWDQGH�VWXGLHUQD�L�WHUPHU�DY�EUHGG�RFK�WLG�Sn�FHUWLILHULQJ�RFK�NRQVHNYHQVHU��'H�QRWHUDU�DWW
FHUWLILHULQJ�L�VLJ�LQWH�lU�NYDOLWHWVGULYDQGH��XWDQ�DWW�DQGUD�IDNWRUHU��VRP�OlUDUQDV�XWELOGQLQJ��VSHODU
YlVHQWOLJHQ�VW|UUH�UROO�

� *ROGKDEHU��'��'���	�%UHZHU��'��-����������'RHV�WHDFKHU�FHUWLILFDWLRQ�PDWWHU"�+LJK�VFKRRO�WHDFKHU
FHUWLILFDWLRQ�VWDWXV�DQG�VWXGHQW�DFKLHYHPHQW� (GXFDWLRQDO HYDOXDWLRQ�DQG�SROLF\�DQDO\VLV� ������
�������

� 'DUOLQJ�+DPPRQG��/���%HUU\��%���	�7KRUHVRQ��$����������'RHV�WHDFKHU�FHUWLILFDWLRQ�PDWWHU"
(YDOXDWLQJ�WKH�HYLGHQFH� (GXFDWLRQDO�HYDOXDWLRQ�DQG SROLF\�DQDO\VLV� ������������
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PLQVNDU�KDQGOLQJVXWU\PPHW�I|U�DNW|UHU�DWW�VMlOYD�YlOMD�OlPSOLJD�nWJlUGHU��,QQRYDWLRQ�RFK
SURGXNWXWYHFNOLQJ�PnVWH�NXQQD�OHGD�WLOO�Q\D�HIIHNWLYDUH�nWJlUGHU�I|U�DWW�XSSQn�VDPPD�HOOHU�ElWWUH
HIIHNW�

2QOLQH�RFK�RIIOLQH�VND�OLNVWlOODV

1HWQRG�lU�SRVLWLYD�WLOO�I|UIDWWQLQJVI|UVODJHW�Gn�GHW�OLNVWlOOHU�RIIOLQH�PHG�RQOLQH��GYV�GH
P\QGLJKHWHU�VRP�KDU�WLOOJnQJ�WLOO��H[��ORNDOHU�XQGHU�6lNHUKHWVVN\GGVODJHQ�VND�RFNVn�KD�WLOOJnQJ
WLOO�GLJLWDOD�PLOM|HU��1HWQRG�YLOO�GRFN�SRlQJWHUD�DWW�O\GHOVHUQD�I|U�I|UIDWWQLQJVI|UVODJHQ�L
XWUHGQLQJHQ�I|U�6lNHUKHWVVN\GGVODJHQ�NDSLWHO��D�LQWH�lU�OLNYlUGLJD�PHG�GH�XSSGDWHUDGH
O\GHOVHUQD�I|U�6lNHUKHWVVN\GGVODJHQ�����������XSSGDWHUDG�HQOLJW�����������I|U�NDSLWHO��D��GYV
RIIOLQH�NRPPHU�LQWH�KHOW�OLNVWlOODV�PHG�RQOLQH�HQOLJW�QXYDUDQGH�I|UVODJ�

.DSLWHO��D�DQYlQGHU�JHQRPJnHQGH�VDPUnGVP\QGLJKHW��PHGDQ�6lNHUKHWVVN\GGVODJHQ
����������XSSGDWHUDG�WLOO�����������KDU�lQGUDW�O\GHOVHUQD�WLOO�WLOOV\QVP\QGLJKHW��1HGDQ�I|OMHU
1HWQRGV�I|UVODJ�Sn�lQGULQJDU�

)|UHVODJHQ�O\GHOVH�L��������

��D�NDS�����WUHGMH�VW\FNHW
2P�OlPSOLJKHWVSU|YQLQJHQ�HQOLJW�����OHGHU�WLOO
EHG|PQLQJHQ�DWW�GHW�SODQHUDGH�I|UIDUDQGHW�LQWH
lU�ROlPSOLJW�IUnQ�VlNHUKHWVVN\GGVV\QSXQNW��VND
YHUNVDPKHWVXW|YDUHQ�VDPUnGD�PHG GHQ
P\QGLJKHW�VRP�UHJHULQJHQ�EHVWlPPHU
�VDPUnGVP\QGLJKHWHQ���LQQDQ�HWW
LQIRUPDWLRQVV\VWHP�VRP�NDQ�I|UXWVHV�NRPPD�DWW
EHKDQGOD�VlNHUKHWVVN\GGVNODVVLILFHUDGH
XSSJLIWHU�L�VlNHUKHWVVN\GGVNODVVHQ�NRQILGHQWLHOO
HOOHU�K|JUH�WDV�L�GULIW��HOOHU�L�YlVHQWOLJD
DYVHHQGHQ�I|UlQGUDV�

��D�NDS������WUHGMH�VW\FNHW
6DPUnGVP\QGLJKHWHQ InU�EHVOXWD�DWW�I|UHOlJJD
YHUNVDPKHWVXW|YDUHQ�DWW�YLGWD�nWJlUGHU�HQOLJW
GHQQD�ODJ�RFK�I|UHVNULIWHU�VRP�KDU�PHGGHODWV�L
DQVOXWQLQJ�WLOO�ODJHQ�

��D�NDS������I|UVWD�VW\FNHW
2P�YHUNVDPKHWVXW|YDUHQ�LQWH�VDPUnGHU�PHG
VDPUnGVP\QGLJKHWHQ WURWV�DWW�GHW�ILQQV�HQ
VN\OGLJKHW�DWW�J|UD�GHW��InU
VDPUnGVP\QGLJKHWHQ LQOHGD�VDPUnGHW�

1HWQRGV�I|UVODJ

��D�NDS������WUHGMH�VW\FNHW
2P�OlPSOLJKHWVSU|YQLQJHQ�HQOLJW�����OHGHU�WLOO
EHG|PQLQJHQ�DWW�GHW�SODQHUDGH�I|UIDUDQGHW�LQWH
lU�ROlPSOLJW�IUnQ�VlNHUKHWVVN\GGVV\QSXQNW��VND
YHUNVDPKHWVXW|YDUHQ�VDPUnGD�PHG
WLOOV\QVP\QGLJKHWHQ��LQQDQ�HWW
LQIRUPDWLRQVV\VWHP�VRP�NDQ�I|UXWVHV�NRPPD�DWW
EHKDQGOD�VlNHUKHWVVN\GGVNODVVLILFHUDGH
XSSJLIWHU�L�VlNHUKHWVVN\GGVNODVVHQ�NRQILGHQWLHOO
HOOHU�K|JUH�WDV�L�GULIW��HOOHU�L�YlVHQWOLJD
DYVHHQGHQ�I|UlQGUDV�

��D�NDS������WUHGMH�VW\FNHW
7LOOV\QVP\QGLJKHWHQ InU�EHVOXWD�DWW�I|UHOlJJD
YHUNVDPKHWVXW|YDUHQ�DWW�YLGWD�nWJlUGHU�HQOLJW
GHQQD�ODJ�RFK�I|UHVNULIWHU�VRP�KDU�PHGGHODWV�L
DQVOXWQLQJ�WLOO�ODJHQ�

��D�NDS�����I|UVWD�VW\FNHW
2P�YHUNVDPKHWVXW|YDUHQ�LQWH�VDPUnGHU�PHG
WLOOV\QVP\QGLJKHWHQ WURWV�DWW�GHW�ILQQV�HQ
VN\OGLJKHW�DWW�J|UD�GHW��InU WLOOV\QVP\QGLJKHWHQ
LQOHGD�VDPUnGHW�
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bYHQ�L�GH�I|UHVODJQD�lQGULQJDUQD�L�NDSLWHO���RFK���ILQQV�GHW�VNLOOQDGHU�PRW�QXYDUDQGH�O\GHOVH�L
6lNHUKHWVVN\GGVODJHQ�����������PHG�lQGULQJDU�WLOO�����������

)|UHVODJHQ�O\GHOVH�L�628��������

��NDS����D���I|UVWD�VW\FNHW
6DPUnGVP\QGLJKHWHQ InU�EHVOXWD�DWW�WD�XW�HQ
VDQNWLRQVDYJLIW�DY�HQ�YHUNVDPKHWVXW|YDUH�VRP
���KDU�nVLGRVDWW�VLQ�VN\OGLJKHW�HQOLJW���D�NDS�����
I|UVWD�RFK�DQGUD�VW\FNHW�
���KDU�GULIWVDWW�HOOHU�I|UlQGUDW�HWW
LQIRUPDWLRQVV\VWHP�L�VWULG�PHG�HWW�I|UEXG�VRP
KDU�PHGGHODWV�PHG�VW|G�DY���D�NDS�������HOOHU
���KDU�OlPQDW�RULNWLJD�XSSJLIWHU�L�VDPEDQG�PHG
VDPUnG�HQOLJW���D�NDS������

��NDS������I|UVWD�VW\FNHW
(Q�VDQNWLRQVDYJLIW�VND�EHWDODV�WLOO VDPUnGV�
HOOHU WLOOV\QVP\QGLJKHWHQ�LQRP����GDJDU�IUnQ�GHW
DWW�EHVOXWHW�RP�DWW�WD�XW�DYJLIWHQ�KDU�InWW�ODJD
NUDIW�HOOHU�LQRP�GHQ�OlQJUH�WLG�VRP�DQJHV�L
EHVOXWHW�

��NDS������I|UVWD�VW\FNHW
%HVOXW�RP�I|UHOlJJDQGH�HQOLJW���D�NDS��������
NDS����RFK�������RFK���NDS����RFK������HOOHU
VDQNWLRQVDYJLIW�HQOLJW���NDS�������RFK���D����HOOHU
EHVOXW�RP�I|UEXG�HQOLJW���D�NDS������InU
|YHUNODJDV�WLOO�)|UYDOWQLQJVUlWWHQ�L�6WRFNKROP�
1lU�HWW�VnGDQW�EHVOXW�|YHUNODJDV�lU VDPUnGV�
HOOHU WLOOV\QVP\QGLJKHWHQ�PRWSDUW�
3U|YQLQJVWLOOVWnQG�NUlYV�YLG�|YHUNODJDQGH�WLOO
NDPPDUUlWWHQ�

1HWQRGV�I|UVODJ

��NDS����D���I|UVWD�VW\FNHW
7LOOV\QVP\QGLJKHWHQ InU�EHVOXWD�DWW�WD�XW�HQ
VDQNWLRQVDYJLIW�DY�HQ�YHUNVDPKHWVXW|YDUH�VRP
���KDU�nVLGRVDWW�VLQ�VN\OGLJKHW�HQOLJW���D�NDS�����
I|UVWD�RFK�DQGUD�VW\FNHW�
���KDU�GULIWVDWW�HOOHU�I|UlQGUDW�HWW
LQIRUPDWLRQVV\VWHP�L�VWULG�PHG�HWW�I|UEXG�VRP
KDU�PHGGHODWV�PHG�VW|G�DY���D�NDS�������HOOHU
���KDU�OlPQDW�RULNWLJD�XSSJLIWHU�L�VDPEDQG�PHG
VDPUnG�HQOLJW���D�NDS������

��NDS������I|UVWD�VW\FNHW
(Q�VDQNWLRQVDYJLIW�VND�EHWDODV�WLOO
WLOOV\QVP\QGLJKHWHQ�LQRP����GDJDU�IUnQ�GHW�DWW
EHVOXWHW�RP�DWW�WD�XW�DYJLIWHQ�KDU�InWW�ODJD�NUDIW
HOOHU�LQRP�GHQ�OlQJUH�WLG�VRP�DQJHV�L�EHVOXWHW�

��NDS������I|UVWD�VW\FNHW
%HVOXW�RP�I|UHOlJJDQGH�HQOLJW���D�NDS��������
NDS����RFK�������RFK���NDS����RFK������HOOHU
VDQNWLRQVDYJLIW�HQOLJW���NDS�������RFK���D����HOOHU
EHVOXW�RP�I|UEXG�HQOLJW���D�NDS������InU
|YHUNODJDV�WLOO�)|UYDOWQLQJVUlWWHQ�L�6WRFNKROP�
1lU�HWW�VnGDQW�EHVOXW�|YHUNODJDV�lU
WLOOV\QVP\QGLJKHWHQ�PRWSDUW��3U|YQLQJVWLOOVWnQG
NUlYV�YLG�|YHUNODJDQGH�WLOO�NDPPDUUlWWHQ�
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/\GHOVHQ�L�QXYDUDQGH�ODJ�lU�DWW�VDPUnGDQ�VND�VNH�JlOODQGH�VlNHUKHWVNODVVLILHUDGH�XSSJLIWHU�L
VlNHUKHWVVN\GGVNODVVHQ KHPOLJ HOOHU�K|JUH��PHGDQ�O\GHOVHQ I|U�LQIRUPDWLRQVV\VWHP�lU
NRQILGHQWLHOO HOOHU�K|JUH�

)|UHVODJHQ�O\GHOVH�L�628��������
��D�NDS������I|UVWD�VW\FNHW
2P�OlPSOLJKHWVSU|YQLQJHQ�HQOLJW�����OHGHU�WLOO
EHG|PQLQJHQ�DWW�GHW�SODQHUDGH�I|UIDUDQGHW�LQWH
lU�ROlPSOLJW�IUnQ�VlNHUKHWVVN\GGVV\QSXQNW��VND
YHUNVDPKHWVXW|YDUHQ�VDPUnGD�PHG�GHQ
P\QGLJKHW�VRP�UHJHULQJHQ�EHVWlPPHU
�VDPUnGVP\QGLJKHWHQ���LQQDQ�HWW
LQIRUPDWLRQVV\VWHP�VRP�NDQ�I|UXWVHV�NRPPD�DWW
EHKDQGOD�VlNHUKHWVVN\GGVNODVVLILFHUDGH
XSSJLIWHU�L�VlNHUKHWVVN\GGVNODVVHQ
NRQILGHQWLHOO HOOHU�K|JUH�WDV�L�GULIW��HOOHU�L
YlVHQWOLJD�DYVHHQGHQ�I|UlQGUDV�

��������
��NDS������I|UVWD�VW\FNHW
2P�OlPSOLJKHWVSU|YQLQJHQ�HQOLJW�����OHGHU�WLOO
EHG|PQLQJHQ�DWW�GHW�SODQHUDGH�I|UIDUDQGHW�LQWH
lU�ROlPSOLJW�IUnQ�VlNHUKHWVVN\GGVV\QSXQNW��VND
YHUNVDPKHWVXW|YDUHQ�LQQDQ�GHQ�LQOHGHU
I|UIDUDQGHW�VDPUnGD�PHG�WLOOV\QVP\QGLJKHWHQ�
RP�GHW�SODQHUDGH�I|UIDUDQGHW�LQQHElU�DWW�GHQ
DQGUD�DNW|UHQ�NDQ�In�WLOOJnQJ�WLOO
����VlNHUKHWVVN\GGVNODVVLILFHUDGH�XSSJLIWHU�L
VlNHUKHWVVN\GGVNODVVHQ KHPOLJ HOOHU�K|JUH�
����HOOHU�DQQDQ�VlNHUKHWVNlQVOLJ�YHUNVDPKHW�DY
PRWVYDUDQGH�EHW\GHOVH�I|U�6YHULJHV�VlNHUKHW�

1HWQRG�DQVHU�DWW�NUDYHQ�Sn�VDPUnG�VND�KDUPRQLVHUDV�Vn�DWW�I|UIDUDQGHQ�VRP�U|U KHPOLJ�HOOHU
K|JUH NUlYHU�VDPUnG��Vn�DWW�LQWH�LQIRUPDWLRQVV\VWHP lU�XQGHU�YlVHQWOLJW�VNLOG�ODJVWLIWQLQJ�IUnQ
DQGUD�I|UIDUDQGHQ��KHPOLJ YV NRQILGHQWLHOO��

1HWQRG�DQVHU�DWW�O\GHOVHQ�GlUI|U�ERUGH�YDUD�VRP�I|OMHU�

)|UHVODJHQ�O\GHOVH�L�628��������
��D�NDS������I|UVWD�VW\FNHW
2P�OlPSOLJKHWVSU|YQLQJHQ�HQOLJW�����OHGHU�WLOO
EHG|PQLQJHQ�DWW�GHW�SODQHUDGH�I|UIDUDQGHW�LQWH
lU�ROlPSOLJW�IUnQ�VlNHUKHWVVN\GGVV\QSXQNW��VND
YHUNVDPKHWVXW|YDUHQ�VDPUnGD�PHG�GHQ
P\QGLJKHW�VRP�UHJHULQJHQ�EHVWlPPHU
�VDPUnGVP\QGLJKHWHQ���LQQDQ�HWW
LQIRUPDWLRQVV\VWHP�VRP�NDQ�I|UXWVHV�NRPPD�DWW
EHKDQGOD�VlNHUKHWVVN\GGVNODVVLILFHUDGH
XSSJLIWHU�L�VlNHUKHWVVN\GGVNODVVHQ
NRQILGHQWLHOO HOOHU�K|JUH�WDV�L�GULIW��HOOHU�L
YlVHQWOLJD�DYVHHQGHQ�I|UlQGUDV�

1HWQRGV�I|UVODJ
��D�NDS������I|UVWD�VW\FNHW
2P�OlPSOLJKHWVSU|YQLQJHQ�HQOLJW�����OHGHU�WLOO
EHG|PQLQJHQ�DWW�GHW�SODQHUDGH�I|UIDUDQGHW�LQWH
lU�ROlPSOLJW�IUnQ�VlNHUKHWVVN\GGVV\QSXQNW��VND
YHUNVDPKHWVXW|YDUHQ LQQDQ�GHQ�LQOHGHU
I|UIDUDQGHW VDPUnGD�PHG�WLOOV\QVP\QGLJKHWHQ�
LQQDQ�HWW�LQIRUPDWLRQVV\VWHP�VRP�NDQ�I|UXWVHV
NRPPD�DWW�EHKDQGOD�
�� VlNHUKHWVVN\GGVNODVVLILFHUDGH�XSSJLIWHU�L
VlNHUKHWVVN\GGVNODVVHQ KHPOLJ HOOHU�K|JUH�
����HOOHU�DQQDQ�VlNHUKHWVNlQVOLJ�LQIRUPDWLRQ
DY�PRWVYDUDQGH�EHW\GHOVH�I|U�6YHULJHV
VlNHUKHW�
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7LOOJnQJ WLOO LQIRUPDWLRQVV\VWHP

1HWQRG�DQVHU�LQWH�PDQ�NDQ�DQYlQGD�EHJUHSSHW LQIRUPDWLRQVV\VWHP XWDQ�NODUJ|UDQGH�RP�YLOND
GLPHQVLRQHU�GHW�U|U�VLJ�RP��'HW�lU�RNODUW�KXU�GHWWD�EHJUHSS�I|UKnOOHU�VLJ�WLOO�DQGUD�EHJUHSS�VRP
NRPSRQHQWHU�RFK�PRGXOHU�DY�LQIRUPDWLRQVV\VWHP�L�HQ�GLJLWDO�NRQWH[W"�1HWQRG�XQGUDU�RP
IRUPXOHULQJHQ�³WLOOJnQJ�WLOO�LQIRUPDWLRQVV\VWHP´ �V������I|UIDWWQLQJVI|UVODJHW�I|U���NDS�������NDQ
NRPPD�DWW�WRONDV�VRP�WLOOJnQJ�WLOO�GLJLWDOD�LQIRUPDWLRQVV\VWHP VRP�DQYlQGDUH��VQDUDUH�lQ
IXOOVWlQGLJ�WLOOJnQJ�WLOO�LQIRUPDWLRQVV\VWHP�RFK�DOOD�LQJnHQGH�GHODUQD�L�GHVVD�LQIRUPDWLRQVV\VWHP
�H[�GDWDEDVHU��NRGEDVHU��YLUWXHOOD�PLOM|HU��FRQWDLQUDU��NU\SWHULQJVQ\FNODU��&,�&'�PLOM|HU��RVY��

1RWHUD�DWW�PHG�VW\FNHW�RYDQ�YLOO�1HWQRG�SRlQJWHUD�DWW�RW\GOLJKHWHQ�NULQJ�LQIRUPDWLRQVV\VWHP
XSSOHYV�L�IOHUD�GLPHQVLRQHU��,QWH�EDUD�L�GLPHQVLRQHQ�KnUGYDUD���PMXNYDUD�RFK�YLONHQ�WLOOJnQJ�PDQ
KDU�WLOO�GHVVD�XQGHU�GULIW��XWDQ�lYHQ�NULQJ�YLOND�SURFHVVHU�VRP�OLJJHU�WLOO�JUXQG�I|U
LQIRUPDWLRQVV\VWHPHW�VRP�VND�LQNOXGHUDV��H[�DQWH�RFK�H[�SRVW��HQ�WLGVGLPHQVLRQ���([HPSHOYLV
lU�GHW��Sn�HQ�UHQW�WHNQLVN�QLYn��LQWUHVVDQW�I|U�HQ�DNW|U�VRP�YLOO�In�LQV\Q�L�KXU�HWW
LQIRUPDWLRQVV\VWHP�DQYlQGV�DWW�lYHQ�KD�WLOOJnQJ�WLOO�KXU�HWW�LQIRUPDWLRQVV\VWHP�E\JJV��H[
XWYHFNODUPDVNLQHU��SURFHVVHU�I|U�NRGVLJQHULQJVQ\FNODU��E\JJ��FRQWDLQUDU��XSSVlWWQLQJ�DY
SDNHWHULQJVYHUNW\J�RVY���VSHFLHOOW�L�IDOOHW�Gn�LQIRUPDWLRQVV\VWHPHW��HOOHU�GHVV�NOLHQWHU��XSSGDWHUDV
UHJHOEXQGHW�RFK�NDQVNH�WLOO�RFK�PHG�DXWRPDWLVNW�

([HPSHO�Sn�IDOO�GlU�KHOD�E\JJ��RFK�XWYHFNOLQJVSURFHVVHQ�lU�LQWUHVVDQW�lU�GH�ROLND�LQFLGHQWHU
JlOODQGH�VXSSO\�FKDLQ�VRP�VHWWV�Sn�VLVWRQH��WH[�&RRS�HOOHU�0DHUVN�

6lJ�DWW�HQ�OHYHUDQW|U�OHYHUHUDU�LQIRUPDWLRQVV\VWHP�PHG�NXQGDQSDVVQLQJDU�WLOO�HQ�P\QGLJKHW
VRP�KDU�YHUNVDPKHW�VRP�IDOOHU�XQGHU�6lNHUKHWVVN\GGVODJHQ��+XU�NDQ�WLOOV\QVP\QGLJKHWHU
VlNHUVWlOOD�DWW�GH�VRP�OHYHUHUDU�V\VWHPHW�LQWH�KDU�PHGYHWHW�ODJW�LQ�EDNG|UUDU��DQWDJRQLVWLVNW�KRW
VRP�HQ�GHO�DY�F\EHUVlNHUKHW��HOOHU�DWW�GH�LQWH�VODUYDU�PHG�KXU�GH�KDQWHUDU
NRGVLJQHULQJVFHUWLILNDW�HOOHU�Q\FNODUQD�WLOO�GHVVD��HWW�,7�VlNHUKHWVKRW�"�$OWHUQDWLYW�DWW�HQ
DQWDJRQLVW�KDU�O\FNDWV�SnYHUND�E\JJSURFHVVHQ�RFK�LQMLFHUDW�EDNG|UUDU��2P
NRGVLJQHULQJVFHUWLILNDWHQ�PHG�Q\FNODU�NRPPHU�Sn�YLIW�lU�GHWWD�HWW�HQRUPW�VlNHUKHWVKRW�RP�GHW
ILQQV�HQ�&,�&'�SLSHOLQH�XSSVDWW�VRP�HQ�DQWDJRQLVW�NDQ�NRPPD�nW�RFK�SRWHQWLHOOW�LQMLFHUD
VnUEDUKHWHU�L��1XYDUDQGH�IRUPXOHULQJDU�L�XWUHGQLQJHQ�YLVDU�LQWH�Sn�DWW�XWUHGDUHQ�WLOO�IXOOR�I|UVWnWW
GHQ�NRPSOH[LWHW��RFK�GH�SRWHQWLHOOD�DWWDFNYHNWRUHUQD��VRP�ILQQV�NULQJ�GLJLWDOD�V\VWHP�

� %\JJ EHW\GHU�KlU�SURFHVVHQ�GlU�HQ�PMXNYDUXDSSOLNDWLRQ VNDSDV�IUnQ�NlOONRG�RFK�DQGUD�LQJnHQGH
NRPSRQHQWHU��(Q�DSSOLNDWLRQ�VRP�VHGDQ�DQYlQGV�L�SURGXNWLRQ�
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1HWQRG�DQVHU�DWW�Sn�VDPPD�VlWW�VRP�6lNHUKHWVN\GGVODJHQ�JHU�WLOOV\QVP\QGLJKHWHUQD�UlWW�DWW
XQGHUV|ND�E\JJKDQGOLQJDU�I|U�IDVWLJKHWHU��H[�XSSKDQGOLQJVSURFHVV��DUNLWHNWXUULWQLQJDU�
GHWDOMULWQLQJDU��RVY��VnYlO�VRP�IDNWLVND�IDVWLJKHWHU��ERUGH�6lNHUKHWVVN\GGVODJHQ�JH
PRWVYDUDQGH�UlWWLJKHWHU�lYHQ�L�GLJLWDOD�IDOO��GYV�I|U�LQIRUPDWLRQVV\VWHP�
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